
Annex I : sectors of high criticality 

 

Sector Sub-Sector 

Large entities  
(at least 250 employees or 
more than 50 million euros 

annual turnover (or 43 million 
euros balance sheet total) 

Medium entities  
(at least 50 employees or with 

an annual turnover (or 
balance sheet total) of more 

than 10 million euros) 

Small & Micro entities 

 
1. Energy 

Electricity 
Electricity undertakings which carry out the function of supply; Distribution system 
operators; Transmission system operators; Producers; Nominated electricity market 
operators; Market participants; Operators of a recharging point 

Essential 
Important,  except if 

identified as essential 

Only if identified as 
essential or important by 

national authorities due to 
sole service, significant 

impact (on public safety, 
public security or public 

health), significant systemic 
risk or critical for the 

particular sector or type of 
service. 

 

District heating & 
cooling 

Operators of district heating or district cooling 

Oil 
Operators of oil transmission pipelines; Operators of oil production, refining and 
treatment facilities, storage and transmission; Central stockholding entities 

Gas 
Supply undertakings; Distribution system operators; Transmission system operators; 
Storage system operators; LNG system operators; Natural gas undertakings; Operators 
of natural gas refining and treatment facilities 

Hydrogen Operators of hydrogen production, storage and transmission 

 
2. Transport 

Air Air carriers used for commercial purposes;  

Rail Infrastructure managers; Railway undertakings 

Water 

Inland, sea and coastal passenger and freight water transport companies, not including 
the individual vessels operated by those companies; Managing bodies of ports and 
entities operating works and equipment contained within ports; Operators of vessel 
traffic services (VTS) 

Road 
Road authorities responsible for traffic management control, excluding public entities 
for which traffic management or the operation of intelligent transport systems is a non-
essential part of their general activity; Operators of Intelligent Transport Systems 

 
3. Banking Credit institutions [DORA Lex specialis] 

 

4. Financial Market 
Infrastructure 

Trading venues, central counterparties [DORA Lex specialis] 

 
5. Health 

Healthcare providers; EU reference laboratories; R&D of medicinal products; manufacturing of basic pharma 
products and preparations; manufacturing of medical devices critical during public health emergency 

 
6. Drinking Water 

Suppliers and distributors of water intended for human consumption, only if essential part of their general 
activity 

 
7. Waste Water 

Collecting, disposing of or treating urban waste water, domestic waste water or industrial waste water, only if 
essential part of their general activity 

 
8. Digital Infrastructure 

Qualified trust service providers  

Essential DNS service providers [excluding root name servers] 

TLD name registries 

Providers of public electronic communications networks Essential Important, except if 
identified as essential based 
on National risk assessment Non-qualified trust service providers  

Essential 
Important,  except if 

identified as essential 

Internet Exchange Point providers 

Only if identified as 
essential or important 

 

Cloud computing service providers 

Data centre service providers 

Content delivery network providers 

 

9. ICT-service 
management  

Managed (Security) Service Providers 

 

10. Public Administration 
(excluding judiciary, 
parliaments, central 
banks; national security, 
public security, defence 
or law enforcement). 

Public administrations depending on the federal State Essential 

Public administrations depending on the federate entities (after identification following a risk-based assessment 
of the criticality of the services provided) 

Important,  except if identified as essential 

Emergency zones & the fire and emergency medical service of the Brussels-Capital Region 

 
11. Space 

Operators of ground-based infrastructure that support the provision of space-based services, excluding providers 
of public electronic communications networks 

Essential 
Important,  except if 

identified as  essential 
Only if identified as 

essential or important 



Annex II : other critical sectors 

 

 

Sector Sub-Sector 

Large entities  
(at least 250 employees or 
more than 50 million euros 

annual turnover (or 43 million 
euros balance sheet total) 

Medium entities  
(at least 50 employees or with 

an annual turnover (or 
balance sheet total) of more 

than 10 million euros) 

Small & Micro entities 

 

1. Postal and courier 
services 

Postal service providers, including providers of courier services 

Important,  except if identified as  essential 

Only if identified as 
essential  or important by 

national authorities due to 
sole service, significant 

impact, essential to society 

 
2. Waste Management Only if principal economic activity 

 
3. Chemicals 

Manufacture of substances and distribution of substances or mixtures; production of articles from substances or 
mixtures 

 
4. Food Wholesale distribution and industrial production and processing 

 
5. Manufacturing 

(In vitro diagnostic) medical devices; computer, electronic, optical products; electrical equipment; machinery and 
equipment n.e.c.; motor vehicles, trailers, semi-trailers; other transport equipment (NACE C 26-30) 

 
6. Digital providers Online marketplaces; online search engines; social network service platforms 

 
7. Research Research organisations [excluding education institutions] 

  Entities providing domain name registration services 


