
THE CYBERSECURITY MEASURES  
TO BE IMPLEMENTED

These security measures can be implemented using the CyberFundamentals 
(CyFun®) or ISO 27001 reference frameworks.

 

Policies on risk analysis 
and information system 
security

Business continuity 
and crisis 
management

Supply chain 
security

Security in network and 
information systems  
acquisition, development 
and maintenance,  
including vulnerability  
handling and disclosure

Policies and 
procedures to assess 
the effectiveness of 
cybersecurity risk-
management measures 
 

A coordinated 
vulnerability 
disclosure 
policy

Policies and 
procedures 
regarding 
cryptography and, 
where appropriate, 
encryption

Human resources 
security, access 
control policies and 
asset management

Multi-factor authentication 
solutions, secured com­
munications and secured 
emergency communication 
systems within the entity, 
where appropriate

NIS 2: an all-hazards approach that aims to protect network and information systems and  
the physical environment of those systems from incidents. The law requires appropriate and proportionate 

measures to be taken based on the entity’s risk assessment. These measures include at least:

Incident 
handling

Cyber  
hygiene and 
cybersecurity 
training


