Form for reporting an NIS security incident
	
	Notification type
	Initial notification / Additional notification / Final report (Delete what does not apply)

	1.
	General information
	

	
	Date and time of the notification
	 …/…/20… at ……..

	
	Identification
Name of the operator of essential services or digital service provider
Address
Person in charge of information security (name, email address, landline, mobile phone, etc.)
Competent sectoral authority
	

	
	Point of contact
	Name:
E-mail:
Fixed telephone:
Mobile telephone:

	
	Person making the notification
	Name:
First name:
Position:
E-mail:
Fixed telephone:
Mobile telephone:

	
	Technical point of contact (if other than the person making the notification)
	Name:
First name:
Position:
E-mail:
Fixed telephone:
Mobile telephone:

	
	CERT reference (id)

	

	2.
	Information on the observed incident
	

	
	Is the incident still ongoing ?
	· Yes, the incident is being processed or qualified (high priority) 

· No, the incident has been resolved (low priority)
(Delete what does not apply)

	
	Is support from CERT.be needed ?
	· Yes (high priority)
Which security aspects of the information system or of the network have been impacted?
· Availability (high priority)
· Integrity
· Confidentiality
· Authenticity
· No
(Delete what does not apply)

	
	Short description of the impacted information system
	

	
	Short description of the observed incident 

	

	
	In the event of an attack, observed or assumed status of the attack
	

	
	Date and time the incident was observed

	

	
	Estimated date and time the incident started 
	

	
	
	

	3.
	Impact of the incident
	

	
	Observed or assumed impact on essential services or public authorities
	

	
	Could the observed incident have an impact abroad?

	· Yes (high priority) 

Institution:
· European Union
· NATO
· BENELUX
· Other
· No
(Delete what does not apply)

	
	Location of the equipment of the information system impacted by the incident
	

	
	Did the incident lead to a total interruption or a disruption of the availability of the essential service(s)?
	· There was a total interruption of the essential service availability.
· There was a disruption, without interruption, of the essential service availability.
(Delete what does not apply)

	
	Did the incident have an impact on critical infrastructure ?
	· Yes
· No
(Delete what does not apply)

	4.
	Qualification of the incident
	

	
	What is the (probable) cause of the incident?
	

	
	Description of the taken and planned measures
	

	
	In the event of an incident of malevolent origin, identification of technical indicators of harm to the system

	

	5.
	Personal data breaches
	

	
	Do you also want at this stage to notify the incident to the data protection authority? 
	· Yes (Use this link)
· No
(Delete what does not apply)

	6. 
	Criminal complaint
	

	
	Did you file a complaint with the police or the Public Prosecutor? 
	· Yes
Report number :
Date:
Police zone:
Country:

The perpetrator has been:

· Identified
· Unknown
· No information
· No
(Delete what does not apply)
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