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Sector Subsector Jurisdiction NIS-1 & CER 
entities 
(+ equivalent) 

Large entities (more than 250 
employees or more than 50 
million revenue) 

Medium (more than 50 
employees or more than 
10million revenue) 

Small & Micro 

 Annex I: Sectors of high criticality 

1. Energy Electricity; district Heating &cooling; Gas; Hydrogen; oil;  

The Member State(s) where it is 
established 

 
 
 

       Essential  
 
 

Essential 
Important,  except if identified as 

essential by Member State 

Not in Scope, except if  identified 
as  essential or important by 

national authorities due to sole 
service, significant impact, essential 

to society 

2. Transport Air; Water; Rail; Road 

Special case: Public Transport: only if identified as CER 

3. Banking Credit institutions    (attention: DORA lex specialis) 

4. Financial Market 
Infrastructure 

Trading venues, central counterparties 
(attention: DORA lex specialis) 

5. Health Healthcare providers; EU reference laboratories; R&D of 
medicinal products; manufacturing basic pharma products 
and preparations; manufacturing of medical devices 
critical during public health emergency 

Special case:  entities holding a distribution authorization 
for medicinal products: only if identified as CER 

6. Drinking Water  

7. Waste Water (only if it is an essential part of their general activity)  
 
 
 
 
 
 
 
 

 
Essential 

8. Digital Infrastructure Qualified trust service providers   

Essential DNS service providers (excluding root name servers) One stop: Only the MS where 
they have their main 
establishment TLD name registries 

Providers of public electronic communications networks 
Member State in which they 

provide their services 
Essential 

 
Important, except if identified as  
essential based on National risk 

assessment Non-qualified trust service providers The Member State(s) where it is 
established 

Essential 
 

Important,  except if identified as 
essential by Member State 

 

Internet Exchange Point providers 

Not in Scope, except if  identified  
as essential or important 

 

Cloud computing service providers 

One stop: Only the MS where 
they have their main 

establishment  

Data centre service providers 

Content delivery network providers 

8a. ICT-service management  Managed (Security) Service Providers 

9. Public Administration 
entities 

Of central governments (excluding judiciary, parliaments, 
central banks; defence, national or public security). 

MS that established them 

Essential 

Of regional governments: risk based. 
(Optional for Member States: of local governments) Important,  except if identified as essential by Member State 

10. Space Operators of ground-based infrastructure (by MS) 
The Member State(s) where it is 

established 
Essential 

Important,  except if identified as  
essential  by Member State 

Not in Scope, except if  identified  
as essential or important 

 Annex II: other critical sectors 

1. Postal and courier 
services 

 

The Member State(s) where it is 
established 

        
 
 

Essential 
 

Important,  except if identified as  essential  by Member State 

Not in Scope, except if  identified 
as  essential  or important by 

national authorities due to sole 
service, significant impact, essential 

to society 

2. Waste Management (only if principal economic activity) 

3. Chemicals Manufacture, production, distribution 

4. Food Production, processing and distribution 

5. Manufacturing (in vitro diagnostic) medical devices; computer, electronic, 
optical products; electrical equipment; machinery; motor 
vehicles, trailers, semi-trailers; other transport equipment  
(NACE C 26-30) 

6. Digital providers online marketplaces, search engines, social networking One stop: Only the MS where 
they have Main establishment 

7. Research Research organisations (excluding education institutions) Member State(s) where established 

Entities providing domain name registration services 
One stop: Only the MS where 
they have Main establishment 

All sizes, but only subject to Article 3(3) and Article 28 


