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Dear Reader,

The Centre for Cybersecurity Belgium (CCB) was
set up 10 years ago, thereby creating a single point
of contact for cybersecurity in our country. What
started with a royal decree on paper and the
appointment of 2 motivated pioneers has grown
into a highly respected national body backed up by
a diverse team of nearly 140 experts. Together with
numerous partners, we watch over the digital secu-
rity of the public, businesses and governments, day
and night.

The longer our economy and society rely on digital
networks, the more intense this reliance becomes.
In the meantime, cyber-attacks are also becoming
more sophisticated and targeted. Cybersecurity is
therefore an essential building block of our society.
The European Union strengthened the regulatory
framework in recent years, with among others the
NIS1 and NIS2 Directives, the Cybersecurity Act
and the Cyber Resilience Act. Each of these initiati-
ves entails additional tasks and responsibilities, but
more importantly, opportunities to raise the bar for
cybersecurity even higher.

From our central role, we coordinate the follow-up
of incidents, support vital sectors and focus on pre-
vention. In other words, since day one, we have
invested not only in technology, expertise and pro-
cedures, but above all in awareness and citizen
involvement. Because more than anything, it is the
collective action of all citizens and businesses
together that makes us more cyber-resilient. Simple
basic measures such as two-step verification and
updating software in good time are still the most
effective way to prevent damage.

We are therefore proud that Safeonweb has
become a trusted reference for the general public,
with clear tips and the possibility to easily flag sus-
picious messages. Every report helps us respond
faster, provide more targeted information and be
stronger collectively. And with Safeonweb@Work,
including its practical guidelines and scans, we help
companies gradually become better armed.

Our ecosystem has also since become more profes-
sional. Close cooperation, in full confidence, bet-

ween the public services, the private sector and
academia has allowed Belgium, under the coordi-
nation of the CCB, to become a European role
model for cybersecurity.

This document looks back on a decade of learning,
experimentation and embedding best practices.
But it also looks ahead, as the rise of Al and geopo-
litical threats present new challenges. However, our
commitment and engagement remain steadfast: to
take proactive action to protect our country as
much as possible.

Together, we can make Belgium one of the safest
digital environments in Europe. That is our ambi-
tion. And we can only live up to that responsibility
if we can take on the challenge with you.

Miguel De Bruycker
Director General

Phédra Clouner
Deputy Director General
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BACKGROUND

The Centre for Cybersecurity Belgium (CCB) was establis-
hed by Royal Decree on 10 October 2014, and started
operations in early 2015. But steps had already been
taken to make Internet traffic safe in our country.

1993 saw the launch of Belnet, a federal research
programme aimed at developing a network that
would allow researchers to connect remotely to
supercomputers. Belnet grew into an Internet hub
and focused on ensuring the quality of connections
and making them secure.

Within Belnet, the Computer Emergency Response
Team (Belnet CERT) saw the light of day in 2004.
This team responds to inquiries regarding security
problems and incidents from members of the rese-
arch network.
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The Belgian Network & Information Security Plat-
form (BELNIS) was also set up within the govern-
ment. This was a consultative body in which all
departments involved in digital security were repre-
sented, with the goal of discussing network and
information security issues. As the body did not
have decision-making power or financial resources,
this platform did not immediately lead to concrete
results.
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2012: The first
cyber strategy

The growing number of cybersecurity incidents
prompted the realisation that a comprehensive
national strategy was needed. That was elaborated
in 2012 by Luc Beirens of the Federal Computer
Crime Unit at the Federal Police and Miguel De
Bruycker, who worked at the GISS, the General
Information and Security Service. This first Cyber-
security Strategy had three objectives:

Belgium will strive for a safe and secure
cyberspace that respects the fundamental
rights and values of modern society.

Belgium will strive to ensure optimal security
and protection of critical infrastructures and
government systems against cyber threats.

Belgium intends to develop its own cyberse-
curity capabilities.

Among the concrete actions to roll out the strategy,
this paper explicitly stated the need to address
cybersecurity in a centralised and integrated man-
ner, through central management and by deve-
loping close public-private partnerships. The draft
paper first floated the idea of setting up an inde-
pendent cybersecurity coordination centre in Bel-
gium.

At first, there was little political enthusiasm for a
central coordination centre. However, a number of
cyber incidents during 2013 and the arrival of a
new federal government in late 2014 meant that
cybersecurity was pushed up on the policy agenda.

2013:
The Belgacom hack

One of the most notorious incidents from that
period was the Belgacom hack. In the summer of
2013, Dutch cyber experts discovered evidence of
digital intrusion at telecoms operator Belgacom.
Extremely ingenious spyware was found in the IT
systems, which had probably enabled criminals to
intercept communications and data from Belgacom
and its international subsidiary BICS since 2011.
After the incident, Belgacom made substantial
investments in cybersecurity. Tens of millions of
euros went on renewing IT infrastructure and
improving security against cyber-attacks.

2013: A European
cybersecurity strategy

The implementation of the CCB cannot be seen in
isolation from the developments in European
cybersecurity policy either. The European Network
and Information Security Agency ENISA was crea-
ted as early as 2004. But it was not until February
2013 that the European Commission presented its
first cybersecurity strategy, entitled "An Open, Safe
and Secure Cyberspace." This strategy outlined
legislative initiatives to promote cybersecurity, hig-
hlighted the importance of awareness in the public
and private sectors and the need to invest more in
R&D for cybersecurity.

At the same time, the Commission encouraged
member states to set up the necessary structures
to address cyber resilience, cybercrime and cyber
defence to be better armed in the event of cyber
incidents. The strategy recommended "optimising
coordination at the national level between minis-
tries and defining the roles and responsibilities of
different national entities in national cybersecurity
strategies."

10 YEARS OF THE CENTRE FOR CYBERSECURITY BELGIUM
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CCB
ESTABLISHED

The legal basis for establishing the Centre for Cyberse-
curity was laid down in late 2014. The CCB was given a
clear mandate by the government: monitor, coordinate
and strengthen cybersecurity in Belgium.

As such, the centre coordinates Belgium's cyber-
security policy. It monitors implementation, propo-
ses initiatives and collaborates on new regulations.
Raising awareness is one of its main tasks: infor-
ming citizens, businesses and public institutions
about online risks and providing concrete tools to
counteract them. At the international level, the
centre represents Belgium in European consultative
bodies. As the remit straddles different competen-
cies and departments, the CCB was assigned to the
jurisdiction of the Prime Minister, who has political
responsibility.

There was significant interest during the recruit-
ment for the key positions. For the position of
director, 16 Dutch speakers and 19 French spea-
kers applied. For deputy director, there were 27
Dutch-speaking and 29 French-speaking candi-
dates. Following the round of selections, Miguel De
Bruycker (hitherto employed at Defence) and Phé-
dra Clouner (who worked within the Judiciary) were
appointed director and deputy director, respecti-
vely, in August 2015, with five-year mandates. Both
are still at the helm of the organisation. The rest of
the team expanded systematically: from two
employees in August 2015 to more than 140 today.

First CCB
strategic plan

To guide the expansion of the organisation, the
CCB worked on a strategic plan that was presented
to the outside world on 26 October 2015. The plan
outlined a timeline in three phases: a six-month
start-up phase, followed by a three-year build-up
phase and a maturity phase over five years. Sepa-
rate operational objectives were defined for each
of these phases, with the establishment of an inte-
grated, coordinating and action-oriented approach
as the common thread.

From the outset, the choice was made to align the
strategic vision at the national level with highly con-
crete actions and services provided by the CCB.
Prior to the strategic plan, four target groups were
defined: citizens, businesses, vital interest organisa-

tions (this group was systematically expanded in
later phases, under influence from the European
NIS Directive) and public services.

This laid the foundation for the service-oriented
approach which still typifies the organisation. The
action plans explicitly stated the CCB's priority
focus on services to the public, such as awareness
campaigns. The reasoning was that name recogni-
tion among the general public would immediately
lead to more awareness among other target groups
as well.

At the same time, drawing up a cyber emergency
plan was identified as an urgent priority. The plan
would specify who can take charge in the event of
an incident, in order to contain the impact of
cyber-attacks. The idea was to have a unity of com-
mand, thereby efficiently tackling cyber-attacks
against key Belgian targets.

e

——

In January 2015, the Cyber Security Coalition was established.
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From day one, the bar was set high and the period
2014-2016 immediately brought the cybersecurity
needs, and the need for a coordinated approach in
our country, into focus. Indeed, cyber threats were
becoming more frequent, and the need for a coor-
dinated approach more urgent than ever. In that
context, cooperation from the start was essential.

The establishment of the Cyber Security Coalition
as a private non-profit organisation, on 26 January
2015, was an important step in the right direction.
The organisation brought governments, companies
and knowledge institutions around the table to
exchange experiences, analyse the risks and devise
solutions. Thanks in part to this network, the CCB
was able to move faster, both strategically and ope-
rationally, and lay the foundation for what is today
the backbone of Belgian cybersecurity policy.

November 2015:
first stress test

The baptism of fire for the fledgling CCB was not
long in coming. In November 2015, posts surfaced
on YouTube with hackers threatening to take down
Belgian government websites. For the centre, this
was the first real stress test, once again highlighting
the need for a comprehensive cyber emergency
plan.

The team immediately set to work to finalise the
emergency plan and necessary coordination more
quickly. The emergency plan envisages progressive
escalation, in line with the severity of the incident,
and stipulates which services have to assume which
responsibility. Key aspects in this regard are speed,
cooperation and clear communication.

The plan that eventually emerged on the table took
into account various practical sensitivities, and also
helped the CCB finally claim its place in the broader
ecosystem. The cyber emergency plan created a
clear structure with clear instructions in the event
of large-scale cyber incidents that demanded a
nationwide, coordinated approach. It was expan-
ded and updated over time.

2016: Early Warning
System developed

In 2016, the CCB strengthened its role as the coor-
dinator of Belgium's cybersecurity strategy. As
such, the centre helped strengthen cross-border
cyber resilience in preparation for the European
NIS Directive. At the same time, a first, rudimentary
version of the Early Warning System (EWS) was
developed in our country, which meant that critical
sectors could be quickly alerted to new threats.

The EWS monitors digital networks of Belgian
infrastructure and analyses technical indicators that
may indicate malicious activity (such as botnets,
fraudulent IPs or suspicious domains). The system
is based on a combination of automated data col-
lection, threat intelligence and real-time flagging.
The flags are translated into alerts for specific orga-
nisations.

Sectors such as health care, finance and energy
were connected as a priority. The alerts range from
a notification regarding a leak in a particular soft-
ware version to a concrete warning of targeted
phishing campaigns.
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CERT.be: further
development of high-end
incident response

increased threats in the Belgian and international

cyber landscape. CERT.be already operated as a
national CSIRT (Computer Security Incident Res-
ponse Team), but its embedding within the struc-
ture of the CCB provided a unique opportunity to
further professionalise the service and align it with

aal 1 all the other actions taken to strengthen cyberse-
z curity. CERT.be gained access to more resources,
On 1 January 2017, the federal Cyber Emergency  specialised recruitment and policy support.
J Response Team (CERT.be) was officially integrated
L into the CCB. This was more than an administrative One of the first priorities after the integration was
iy < d kb reshuffle, the CERT was transferred from Belnetto  to build a new team. A more multidisciplinary
N gy "1y ok G - g | SlLAL ] L -.'."1 s T another service. It was the start of a fundamental =~ make-up was intended to ensure that the team
5 _m;-*;.'i:f_:l'r"’,'n-. T T rrein % i _ . ] P embedding of incident response into the broader  could not only respond to incidents, but could also
LA e - e e b e e i A e R i i national cybersecurity strategy. pre-emptively identify threats, make recommenda-
. i - 5 )
e i ¥ tions and facilitate national coordination in the
\\\ ¢ ; y J For the CCB, this was its first big boost. This inte-  event of incidents.
2 gration meant that the organisation could evolve.

b T30 5 i - One major trump was the fact that the operations ~ An important milestone was reached at the end of
of the CERT could be fully overhauled and integra- ~ 2018: the CCB was now operational 24/7 for pro-
ted into the strategy being rolled out by the centre.  viders of essential services and critical infrastructu-

4 res. This permanent availability met the needs from
The intention was clear: to scale up, better struc-  the economy while also providing leverage to gre-
+ ture and align the operations of CERT.be with the  atly improve national preparedness in the event of

cybercrises.

CYBER
EUROPE

Energy sector
in Europe

One step furtherin fighting
. against cyberthreats!

OPERATIONALISATION

Are you ready .
for the next *
cyber-crisis?

The CCB underwent significant growth after 2017.
Cyberthreats and the various forms they took became a
familiar occurrence in society. The developing maturity
within the CCB not only reflected the growth in head-
count, but great strides were also made strategically
and substantively.
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This operational scale-up was implemented in close
cooperation with the National Crisis Centre
(NCCN). Thanks to this partner, permanent 24/7
service could be guaranteed.

In the meantime, the service was working on struc-
tural knowledge building. Recruiting and retaining
cybersecurity specialists posed a continual chal-
lenge due to the tight labour market and competi-
tion from international players. Yet the team mana-
ged to deepen its expertise by making targeted
investments in training and taking part in internati-
onal exercises such as Cyber Europe, a large-scale
European cyber crisis exercise organised by ENISA
in which governments, companies and other orga-
nisations work together to test their resilience to
large-scale cyber incidents.

The reputation and professionalism that had been
built up were also recognised by other public servi-
ces. In evaluations and collaborations, it became
clear that the integration of CERT.be within the
CCB led to more efficient incident management
and better cooperation between different federal
and sectoral players. The strengthened position of
CERT.be was a catalyst for broader initiatives such
as the implementation of the NIS directive and the
development of the national alert platform.

After the terrorist attacks in 2016, part of the Provision Terro was used for cybersecurity

2016: Provision
Terro as leverage

Following the terrorist attacks on Brussels Airport
(Zaventem) and the Brussels metro in March 2016,
the federal government decided to release additio-
nal structural and non-structural funding for pro-
jects aimed at tackling radicalisation, terrorism and
violent extremism. Although this so-called 'Provi-
sion Terro' was not explicitly related to cybersecu-
rity, this particular budget framework still played an
important role for the CCB.

As terrorist networks also make significant use the
digital domain, there was very quickly a clear link to
cybersecurity. In that context, the CCB submitted
proposals to use part of the Provision Terro to
strengthen Belgium's digital resilience.

These funds therefore made it possible to enhance
cooperation among public services. Indeed, comba-
ting cyber-related forms of terrorism requires coo-
peration between the CCB, State Security, the
Federal Police, Defence, the Judiciary and foreign
partners. These budgets provided the necessary
room to jointly train personnel, build shared infra-
structure and launch pilot projects that would
otherwise have struggled to get funded.

Threat intelligence

The level of knowledge within the CCB was further
expanded, which in 2020 led to the CERT.be ser-
vice being split into a Cyber Threat Research and
Intelligence team (CyTRIS) and a CERT team, which
would now focus on cyber emergency response.
Both facets of cybersecurity are still essential, and
are part of the CCB's core business: intercepting
and analysing threat information on the one hand
and handling incidents on the other.

The Cyber Threat Research & Intelligence Sharing
team has provided various services since 2018. It
monitors diverse sources on a daily basis, collects
and organises information that may be useful to
alert potential victims, and performs in-depth cyber
threat & intelligence analysis, on which it issues
reports.

CyTRIS also sends spear warnings (individual alerts)
to organisations where a given vulnerability has
been identified on IT infrastructure, where malware
has been discovered, or for which stolen login cre-
dentials have been found. It is also responsible for
initial contact with organisations that report an inci-
dent to the CCB, in order to investigate the inci-
dent.
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BePhish and the Belgian
Anti-Phishing Shield
(BAPS)

Phishing has been a major focus from the outset
and remains one of the most common forms of
cybercrime, with a significant impact. Clumsy, sim-
ply-written emails have evolved over the years into
extremely realistic messages through all possible
communication channels: email, text, WhatsApp
and social media.

It quickly became clear that the traditional reactive
model (intervening after a victim has reported an
incident) was inadequate. As such, the CCB develo-
ped the BePhish project. Since 2019, citizens can
report suspicious communications 24/7 at suspi-
cious@safeonweb.be. There is an automated analy-
sis and blocking system behind this mailbox. It pro-
cesses an average of 25,000 emails a day.

Thanks to this initiative, the centre had a large
amount of information on fraudulent websites. To
actively combat these criminals, a second initiative
was launched: the Belgian Anti-Phishing Shield

2017 2018 2019 2020 2021 2022 2023 2024
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Warning
Malicious website,

Thr w0 e e e
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(BAPS), an additional wall of defence against these
fraudulent pages on the internet. Indeed, visitors
who click on these links are redirected to a warning
page from the CCB.

Large-scale collaboration with Internet service pro-
viders was necessary in order to make this idea a
technical reality. Proximus was the first provider to
come on board, followed fairly quickly by Telenet.
More than 100 providers now participate in BAPS.
The redirecting page was triggered fully 240 million
times in 2024.

The Anti-Phishing Shield reduced the response
time against fraudulent websites from days to
minutes. It is effective not so much on account of
its technological inventiveness as the fact that citi-
zens have been involved since its inception and
continue to report messages with suspicious URLs
on a large scale. Thanks to a robust spam filter that
emerged from this philosophy, the CCB, along with
providers, also prevents fraudulent emails from get-
ting into the mailboxes of citizens and businesses.

The tandem BePhish and BAPS is a unique contri-
bution to collective security: thanks to all the
reports, the CCB can quickly detect trends and
send out alerts via Safeonweb. The controversial
idea of active government intervention in Internet
traffic grew into one of the CCB's hobby horses.
Restricting freedom of movement in cyberspace
prompted several complaints, but they were suc-
cessfully overturned each time.

The 'NotPetya' incident
and the Spear Warnings

On 27 June 2017, the CCB received reports from
several European countries about a wave of cyber inci-
dents. The attacks looked like ransomware, but were
actually 'Not Petya' wiper malware. In other words, the
goal was not to collect a ransom in exchange for
releasing data, but rather to remotely render systems
permanently unusable. This was a global cyberattack,
and primarily targeting companies with operations in
Ukraine.

The attackers had developed a system that could
spread at lightning speed through various net-
works. One of the companies that suffered the big-
gest impact was Danish logistics firm Maersk. It had
to take down its entire IT infrastructure to halt the
attack. Staff were obliged to switch back to using
pen and paper.

In our country, the CCB had to move particularly
quickly to follow up on the incident. 'NotPetya' was
part of the reason for developing the so-called
Spear Warnings: when vulnerabilities are identified
on an IT network, the CCB is authorised to identify
the IP address of the organisation in question. It
can then alert companies and other organisations
about these vulnerabilities. This proactive attitude
therefore helps prevent cyber incidents.
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Gradual expansion of
the Early Warning System

In order to respond to digital threats in a faster and
more targeted manner, the CCB focused on further
developing its Early Warning System (EWS) starting
in 2018. This alert system has been Belgium's tech-
nological radar in cybersecurity ever since.

The system was gradually expanded during this
period, both in scope and depth. The CCB also
developed a methodology for ranking reports by
risk and urgency, which enhanced effectiveness
and confidence in the system. The Early Warning
System has since become an essential tool in Belgi-
um's cybersecurity arsenal.

Quarterly Cyber Threat
Report

In addition to real-time threat information, the
CCB saw the need for a structural reporting model
that provided insight into trends, vulnerabilities
and emerging risks. This led to the Quarterly Cyber
Threat Report (QCTR) - a quarterly report via which
the CCB has been transparently sharing the cyber
threat context in Belgium with critical stakeholders
in critical sectors, policymakers and other agencies
involved, since 2019. By informing them about the
broader threat landscape, the CCB helps them
reinforce their own risk management.

Each QCTR includes insights on dominant attack
vectors, emerging vulnerabilities and sectoral
trends (such as increased activity in the healthcare
sector or among municipal governments), and ana-
lysis of larger incidents. The goal is information
sharing. For this, the CCB gathers data from inci-
dent reports, international threat feeds and input
from partners within the ecosystem - including
commercial partners and CSIRTs.

NIS1 Directive

Between 2017 and 2020, the CCB played a key
role in the transposition of the first European Direc-
tive on Network and Information Security (NIS1).
This directive, formally adopted in July 2016, mar-
ked an important step in enhancing cybersecurity
within the European Union. The goal was to
strengthen the digital resilience of critical infra-
structures and essential services, promote
cross-border cooperation and ensure the stability
of the digital single market.

Right from the preparatory phase, the CCB kept a
close eye on this regulatory process. As soon as it
became clear that the NIS directive was coming,
the CCB took steps to bring the Belgian regulatory
framework into line with the forthcoming European
requirements. To handle this complex task, the CCB
bolstered its legal and technical capacity.

Besides actively representing Belgium in the Euro-
pean NIS Cooperation Group and the CSIRT net-
work, the CCB was responsible for preparing natio-
nal legislation. This process ultimately led to the
NIS Law of 7 April 2019, which laid down the legal
framework for the security of network and informa-
tion systems of general interest for public security,
and the Royal Decree coordinating implementation.

The operational implementation of NIS1 was also
the responsibility of the CCB. The CCB set up the
Cyber Security Sectoral Authorities Platform (CyS-
SAP), a structure in which relevant public services
and sectoral authorities (such as FSMA for the
financial sector or BIPT for post and telecommuni-
cations) are briefed, advised and coordinated on a
regular basis.

Nevertheless, Belgium was the last EU member
state to implement the NIS1 directive. The frag-
mentation of decision-making power among diffe-
rent stakeholders proved particularly problematic.
Indeed, each sector had to individually assess what
the impact of NIS1 would be. As the challenges
proved new and difficult to comprehend, some sec-
tors applied the brakes.

Last but not least, the CCB developed a reporting
point for cybersecurity incidents, in accordance

with the NIS directive. For the CCB, the implemen-
tation of NIS1 represented not only a confirmation
of its institutional role, but also a new catalyst for
further expansion.

COVID-19 and cyber
risks to the healthcare
system

As a result of NIS1, each sector had to list the pro-
viders of essential services. Within the healthcare
sector, it was agreed in 2019 that the sector had no
such providers. As such, the healthcare sector did
not have to meet the obligations of the NIS direc-
tive. As a result, the sector was not included on the
CCB's priority list either.

However, the outbreak of the COVID-19 pandemic
in the spring of 2020 completely changed the situ-
ation. Hospitals were suddenly among the prefer-
red targets of cybercriminals, who wanted to put
further pressure on the healthcare system and had
their sights on the data.

The cybersecurity ecosystem offered collective
support at that time. The CCB supported a 'coali-
tion of the willing' of cybersecurity and IT service
providers, consulting firms and independent
experts willing to provide free support to hospitals.
Through the website wehelpourhospitals.be,
healthcare facilities could connect with these part-
ners for advice, risk analyses, incident response,
etc.

This period made it painfully clear that the relati-
onship between the cyberworld and sectoral gover-
nments needed to be reviewed. An overhaul, with
the CCB being assigned a central oversight role, led
to a much more effective model. This would subse-
quently be demonstrated with the implementation
of NIS2: despite the fact that the number of critical
sectors involved rose from 7 to 18, Belgium would
be the first EU member state to transpose the
directive into national law.

With the centre more than fulfilling its role, with an
efficient use of resources and a respected offering
of practical services and support, this period saw a
growing realisation among policymakers that the
CCB was essential to the security ecosystem in Bel-
gium. Moreover, during this period, the centre also
developed the habit of linking its strategy and
action plans to clear project budgets. This high level
of transparency regarding its operations and fun-
ding are still the case today.
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Despite all the efforts, the number of incidents reported
to the CCB continued to rise sharply. Among other
things, ransomware was having an ever-bigger impact,
both in the public and private sectors. Worldwide,
cybercrime is still considered the main risk of serious
financial loss. The CCB's remit therefore remains acu-
tely relevant.

In August 2020, the mandates of director Miguel
De Bruycker and deputy director Phédra Clouner
came to an end. The federal government decided
to extend their mandates for five years. In this
regard, besides continuing its existing remit, the
CCB was tasked with updating its vision and stra-
tegy in line with the growing threat in the cyber
landscape.

The National Cybersecu-
rity Strategy 2.0

To realise this remit, the National Cybersecurity
Strategy 2.0 was implemented within the CCB. This
included six strategic objectives:

Strengthen the digital environment and build
confidence in the digital environment

Arm users and administrators of computers
and networks

Protect organisations of vital importance
from all cyber threats

Respond to the cyber threat

Improve public, private and academic colla-
borations

e Make a clear international commitment

Director General Miguel De Bruycker explained the
new strategy as follows:

"In any society, you need enforceable rules, and it's
no different in cyberspace. We therefore need to
strike a new balance between a totally open, free
and anonymous Internet, and a dependable Inter-
net in which enforceable rules and national laws
still apply. However, none of this should get in the
way of communicating freely and anonymously.

A balance between a totally open and free cybers-
pace and an Internet in which certain legal rules

can still be enforced is clearly possible, in my opi-
nion. Three concepts can significantly improve
cybersecurity in the medium and long term: Trus-
ted Sender, Trusted Publisher & Spear Warning.

For example, at the European level, it is possible to
make sure that if you come to a website that does
not have a nationally registered organisation or
entity linked to it, you will be flagged.

The Belgian implementation of the EU Cybersecu-
rity Act must be implemented as a priority, so that
our country has the mandatory National Cyberse-
curity Certification Authority by June 2021. The
necessary resources for this have been budgeted.
Subject to a political decision, the plan worked out
with the FPS Economy can be implemented."

The new strategy was approved by the government
in 2021. Having paved the way in its first five years
by creating partnerships and improving cybersecu-
rity coordination in our country, and having laid the
foundations for a more integrated approach to
security, the CCB's goal was to further expand the
range of services offered and become even more
responsive to specific needs and threats.

As an explicit ambition, the Director and Deputy
Director pushed to make Belgium one of the least
cyber-vulnerable countries in the EU. All the acti-
ons implemented during this period fell within this
objective. In addition, the organisation was tasked
with a number of special responsibilities, meaning
that it could further enhance its coordinating role.

Growth in the budget
and team

As of the start of 2020, the CCB had around 50
employees and an annual operating budget of
about €15 million. As a result of the Cyber Strategy
2.0 and the European obligation to set up a Natio-
nal Cybersecurity Certification Authority (NCCA),
growth to 80 employees and a budget of about
€36 million per year were envisioned.
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National Cybersecurity
Certification Authority

The European Union undertook large-scale regula-
tory work to enhance cybersecurity. The Cyberse-
curity Act was passed in 2019, laying the founda-
tion for common certification of ICT products,
services and processes. In this regard, the EU aimed
to increase the cyber resilience of all member states
and boost the quality of and confidence in cyber-se-
cure products through common standards.

In each member state, a National Cybersecurity
Certification Authority (NCCA) was now required
to oversee and guide companies through the certi-
fication process. The Authority also has the man-
date to issue guidelines for certification at the nati-
onal level. In Belgium, this task was entrusted to the
CCB, which strengthened its role and expanded its
competencies.

The NCCA oversees certification and monitors
compliance with certificates issued by Conformity
Assessment Bodies (CABs). It can also be consulted
in complaints regarding product certification, or
misuse thereof. The NCCA also has the authority to
enforce compliance.

National Cybersecurity
Coordination Centre for
Belgium

Another outgrowth of European initiatives was the
setting up of the National Cybersecurity Coordina-
tion Centre for Belgium (NCC-BE) in 2021. The EU
aims to spend the funds it sets aside for research
and innovation in the field of cybersecurity in a
more coordinated way. The idea is to integrate nati-
onal priorities and needs into an overarching Euro-
pean approach. At the same time, the EU wants to
better inform researchers and innovative compa-
nies about the financial support available, so that
this leads to more cross-border projects. The
NCC-BE encourages dialogue between companies,
academics, researchers and government. It aligns
the policy in research, development and innovation,
and helps realise the Belgian Cybersecurity Stra-
tegy. The NCC-BE links existing and future initiati-
ves in cybersecurity, creates synergies and sup-
ports educational programmes. In addition, the
NCC-BE ensures that all regions, communities and
the federal government combine their efforts for a
unified approach to cyber threats. Moreover, the
NCC-BE supports organisations in securing EU
funding, and coordinates strategic investments.

At the European level, the NCC-BE represents Bel-
gium and ensures that the cybersecurity interests
of the Belgian government, industry and academics
are always heard.

Under the aegis of the European Cybersecurity
Competence Centre (ECCC), the NCC-BE works
with a network of 29 national coordination centres.
This initiative strengthens cybersecurity innova-
tion, supports industrial policy and contributes to
Europe's technological sovereignty.

Preparations for NIS2

In December 2020, the European Commission
announced that it would prepare a NIS2 directive,
as the successor and further refinement of NIS1.
The intention was of course to further enhance
cybersecurity, but also to further streamline the
approach within the EU. Indeed, NIS1 had left
member states with relative freedom to interpret
the European requirements. However, this led to
varying interpretations and differences in imple-
mentation among member states. This shortcoming
would be remedied with NIS2.

One of the most significant changes from its prede-
cessor was the fact that the number of affected
sectors that would be subject to the obligations of
NIS2 was extended. In Belgium, over 100 entities
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from 7 sectors including energy, transportation,
healthcare, digital infrastructure and public services
fell within the scope of NIS1. After implementation,
NIS2 would apply to more than 4,000 entities from
18 sectors.

The CCB participated at the European level in con-
sultations on the interpretation of the NIS2 direc-
tive. The parliamentary work in Belgium (the trans-
position of the European directive into Belgian law)
was prepared together with the administrations,
the CySSAP forum (in which the sectoral authori-
ties are represented) and the political level.

The NIS2 Law entered into force in Belgium in
October 2024. Thanks to early discussions and pre-
parations, the CCB smoothly scaled up its approach
to NIS2: it would evolve into the central body for
monitoring and verifying compliance with NIS2,
working closely with the sectoral authorities.
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Hack the Government, the first-ever ethical hacking event (2024)

The CCB created a registration tool for NIS2
entities through the existing Safeonweb@work
platform and developed a pragmatic system for
reporting incidents. Indeed, the new directive
required organisations to notify any significant
incident to the CCB immediately after being
discovered.

To support organisations in meeting the NIS2 requi-
rements, the CyberFundamentals framework
(CyFun®) was developed, a practical guide for taking
cybersecurity measures, structured in different
levels, tailored to the maturity of the organisation. In
this way, the framework is also relevant to compa-
nies and organisations outside the NIS2 sectors. The
public debate on NIS2 led in any case to much more
awareness of cybersecurity among the Belgian busi-
ness community.

Coordinated Vulnerability
Disclosure (CVD)

A legal procedure for reporting vulnerabilities has
been in place in Belgium since 2023. The CCB is
obliged to receive notifications from researchers
regarding potential vulnerabilities that fall under
Belgian law. Coordinated Vulnerability Disclosure
(CVD) is a process whereby researchers, companies
and governments handle the discovery and repor-
ting of security problems in ICT systems, products
or services in a structured and secure manner. The
goal is to remedy vulnerabilities in a timely and res-
ponsible manner, so they are not exploited early.

In November 2024, the CCB hosted Hack the
Government, the first-ever ethical hacking event.
The aim was to demonstrate that ethical hackers
can help make Belgium more cyber-secure. This
unprecedented initiative brought together the
community of ethical hackers to identify vulnerabi-
lities in government websites and systems.

Stop Phishing

The efforts to prevent crime via phishing, within the
global approach of the Belgian Anti-Phishing Shield
(BAPS), continued unabated. In 2020, a new
project called "Stop Phishing" saw the light of day.
The goal was to prevent e-mails or text messages
containing malicious links from reaching citizens
and businesses. They were intercepted even before
they reached the e-mail box or text message folder.

This project became a successful public-private
partnership with the operators involved, and
received explicit support from the government. It
represented another step in the proactive and pre-
ventive approach of the BAPS. The government
funded part of the software used by participating
service providers via the CCB.

PhishNemo

PhishNemo is an extension of the BAPS project.
This initiative was originally developed by the Fede-
ral Judicial Police (FGP) of Limburg, and has since
evolved into a collaboration between the latter and
the CCB. While the Belgian Anti-Phishing Shield
relies primarily on notifications from citizens, Phish-
Nemo has been proactively looking for suspicious
domain names that might be used in phishing cam-
paigns since 2023.

This is by comprehensively screening new domain
names. It looks for traces of known phishing tools -
so-called 'fingerprints. Thanks to this approach,
fraudulent domains can be detected even before
the first phishing email is sent. The domains detec-
ted in good time are immediately added to the
BAPS system, so that they can be redirected straight
away, through partnerships with Internet service
providers.

By taking over this system from the Limburg FGP,
the project could continue to grow. The CCB works
with private partners to this end, who maintain the
IT systems. As a result, PhishNemo can actively
contribute to the Belgian Anti-Phishing Shield.

Hacktivism peaks after
Russia invades Ukraine

In February 2022, Russia invaded Ukraine, the start
of a long-running war. Although cybercriminals are
primarily interested in financial gain, a close link
between geopolitics and cyber-attacks has since
developed. These shifts in the geopolitical landscape
meant that the CCB had a place as a permanent
member of the National Security Council.

This permanent accession to the permanent con-
sultation of intelligence and security services was a
very important milestone for the organisation.
Indeed, the CCB was now an integral part of the

country's security architecture. It also gave the
organisation access to additional operating funds
from the Ukraine provision.

It also proved to be the logical choice in practice:
the more time went on, the more hacktivist groups
appeared on the scene. Their preferred modus
operandi includes Distributed Denial of Service
(DDoS) attacks, in which websites get overloaded,
and hack-and-leak operations. Since the outbreak
of the war in Ukraine, a rise in ransomware attacks
against municipalities and government agencies
has also been observed in several European coun-
tries, including Belgium.

Given the geopolitical context, the run-up to the
European, national and regional elections in June
2024 saw heightened vigilance for cybersecurity
events, or heightened threats. Federal, state and
local governments alike could count on advice and
technical support from the CCB. During the elec-
tion weekends in June and October 2024, conti-
nuous monitoring was ensured and the CCB also
kept an emergency team on standby.

Moreover, the CCB had also conducted a security
audit in previous election cycles. This formed the
basis for a series of recommendations, which led to
a significant increase in the security of election IT
systems. Partly as a result, elections in Belgium
have never been disrupted by cyber- attacks.
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ACTIVE CYBER
PROTECTION, A
PROACTIVE VISION

Digitisation opens up unprecedented opportunities for
citizens, businesses and governments. But the more we
digitise, the greater the risks. Cybercrime is evolving
rapidly, attacks are becoming more sophisticated and
the impact on our society is only growing. To meet this
threat, securing the digital environment is an essential
condition.

Since its inception, the CCB has seen it as its mis-
sion to make vulnerabilities (both human and tech-
nical) visible and actively neutralise them. Instead
of reacting only after an incident, the CCB focuses
on prevention, rapid detection and targeted res-
ponses.

In 2024, this proactive approach was given an
umbrella name: Active Cyber Protection (ACP). This
concept includes a series of ongoing and additional
projects that strengthen cybersecurity even before
an incident can occur.

At the insistence of the CCB, ACP was included in
the European NIS2 directive, which entered into
force in Belgium in 2024. This directive requires
companies across a range of key sectors to adopt
additional security principles and implement risk
management systems.

The NIS2 Directive therefore demands a more
active approach from all Member States, and also
imposes Active Cyber Protection as a legal require-
ment. As Belgium intends to play a leading role in
this area, ACP is a central pillar of our national cyber
strategy. The CCB makes this abstract concept con-
crete with an approach that is proactive, tailored,
automated and participatory:

Proactive: not waiting for an incident to
occur, but detecting and addressing threats
before they cause damage.

Tailored: no one-size-fits-all. Communication
and responses are tailored to the needs of
specific organisations and sectors.

Automated: speed is critical. Automation
allows for faster responses and compensates
for the acute shortage of cybersecurity
experts.

Participatory: cybersecurity is a shared res-
ponsibility. Employees, partners and citizens
must be actively involved.

This vision takes shape through five strategic pillars.
These pillars form a flexible framework that is con-
tinually evolving in line with the ever-changing tac-
tics of cybercriminals.

PILLAR I: RAISING AWARENESS BY
INVOLVING PEOPLE

A strong cybersecurity policy starts with the general
public and increasing their awareness. This has
been the guiding principle of the CCB since
inception. By flagging suspicious messages, citizens
can actively contribute to raising the country's
cybersecurity level. The initiatives in the context of
Safeonweb serve to arm citizens and businesses
against digital threats. This undeniably forms the
basis of the proactive vision, and by extension the
philosophy of the CCB.

For citizens: Safeonweb@home

Safeonweb@home informs citizens about current
dangers via a website, campaigns and social media.
The Safeonweb app plays a key role in this regard:
it alerts users to phishing attacks in good time and
offers accessible security tips.

Another success story that focuses on citizens is
suspicious@safeonweb.be, an e-mail address in
four languages where citizens can report suspicious
e-mails. In 2023 alone, nearly 10 million reports
were made. An impressive figure that shows how
valuable their contribution is in the fight against
cybercrime.

10 YEARS OF THE CENTRE FOR CYBERSECURITY BELGIUM




For businesses: Safeonweb@work

Since 2023, Safeonweb@work has also been ope-
rational: a platform tailored to Belgian companies
with clear, actionable recommendations for inte-
grating cybersecurity into daily policy - without
heavy investments or complex procedures.

Through an online portal, companies can register
their domains and receive automatic alerts regar-
ding vulnerabilities in their IT infrastructure. The
platform also includes self-assessment tools, basic
guidelines and best practices, so that organisations
can bolster their security levels at their own pace.
In this way, the CCB helps increase the cyber matu-
rity of the professional landscape.

YOUR ORGANISATION IS
WELL PROTECTED IN REAL LIFE...

AND ONLINE?

%-__L‘ s

PILLAR IIl: DETECT
AND DISABLE CRIMINAL
INFRASTRUCTURE

The second pillar focuses on the core of cybersecu-
rity: the infrastructure criminals use to carry out
attacks. For example, phishing websites or fraudu-
lent servers. With the Belgian Anti-Phishing Shield
(BAPS) project, the CCB is tackling these practices
at the source.

Together with Belgian Internet service providers,
malicious websites are automatically detected and
disabled by immediately redirecting the user to a
safe landing page. In this way, approximately
100,000 Belgians a day are protected from poten-
tially harmful websites.

Speed and automation are the strength of the sys-
tem. Malicious URLs are continuously updated and
integrated directly into the DNS systems of provi-
ders. Threats are therefore intercepted in real time,
often before they can do any damage. In this way,
BAPS is a textbook example of proactive cyber pro-
tection: silently in the background, but with measu-
rable impact.

This approach has not gone unnoticed elsewhere in
government, finance and police services. Various
organisations indicated that they have valuable
data within their own domain, such as information
about fraudulent web shops or investment fraud.
However, they do not have the ability to redirect
domains at the national level in an automated man-
ner.

As such, the CCB has developed the concept of
trusted partners: privileged access to the BAPS
system for carefully selected partners. The partners
supply the data, the CCB then handles the practical
redirecting of suspicious domains through
cooperation with the ISPs. Today, the FPS Economy,
the FSMA, ltsme and a number of Belgian banks,
among others, are active as trusted partners within
this system.

PILLAR Ill: FLAGGING THREATS IN A
FOCUSED WAY

Cybercriminals often use spear phishing: targeted
attacks on specific individuals to obtain sensitive
information. The CCB takes a similar approach, but
for the benefit of users. With 'spear warnings', the
CCB informs organisations directly about vulnera-
bilities in their digital environment.
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This approach allows organisations to take rapid,
targeted action even before a vulnerability can be
exploited. The best-known initiative is the Early
Warning System (EWS), a platform aimed specifi-
cally at organisations with critical or vital infrastruc-
ture that are subject to the obligations of the NIS2
Directive.

Through this portal, CCB analysts are in direct
contact with these vital organisations. For them,
the EWS is an extra pair of eyes: it monitors digital
signals, detects risks and proactively sends alerts. In
addition, the organisations also receive personalised
notifications about data breaches, leaked login
information and insecure systems within their
infrastructure, among other things.

This proactive approach not only helps avoid inci-
dents, but also increases awareness and response
times within organisations.

PILLAR IV: EMBED CYBERSECURITY
IN THE ORGANISATION

To become truly resilient, organisations must incor-
porate cybersecurity into their daily operations.
The CCB therefore developed the CyberFunda-
mentals Framework: a practical and scalable model
that helps organisations strengthen their digital
protection step-by-step. The framework consists of
three assurance levels (Basic, Important and Essen-
tial), preceded by an entry level: Small. Each level
includes a set of concrete measures. 'Small' thereby
serves as a guide for very small organisations that
do not have any experience yet with cybersecurity,
and are taking their very first steps.

The measures from the CyberFundamentals
Framework are tailored to the most common cyber-
attacks and were validated against CERT attack
profiles. The effectiveness of the model has since
been proven:

The Basic level covers around 82% of
common attack types.

With the Important level, this percentage
rises to 94%.

Organisations that achieve the Essential level
even protect against 100% of these attacks

The framework is based on international standards
such as NIST Cybersecurity Framework, 1ISO and
IEC, and is accessible to organisations of all sizes.
Certification by an external body is possible, but
this is not a requirement.

CyberFundamentals makes cybersecurity concrete,
measurable and achievable, even for SMEs or orga-
nisations without an IT department. Moreover, the
model grows in line with the risks: it is in constant
evolution in order to stay relevant in a rapidly chan-
ging digital world.

PILLAR V: CREATING A TRUSTED
ENVIRONMENT

The Internet provides a certain freedom, and with
that freedom comes anonymity. But of course, this
anonymity is a double-edged sword. On the one
hand, it protects our privacy and freedom of speech.
On the other hand, it opens the door to abuse. This
is precisely why the need for more transparency
and digital validation is growing: to restore trust
and counter the dark side of anonymity.

The search for this new balance between anony-
mity and identity is not a straightforward exercise.
In essence, it is a change in behaviour: citizens need
to get used to the idea of identification becoming a
natural part of their digital presence. This is the only
way to better allocate online activities and there-
fore make them more secure.

To give Internet users more confidence in the
parties with whom they interact online, the CCB
developed the Safeonweb browser extension. This
extension displays a clear colour code for each
website visit:

Green means that the website owner is vali-
dated and therefore trustworthy.

Orange (or amber) indicates an unknown or
unvalidated owner. In this case, caution is
advised.

Red indicates a known unsafe or malicious
website that you should completely avoid
and not share data with.

The extension is designed with security as well as
ease of use in mind. It works automatically in the
background and shows at a glance whether perso-
nal data can be shared securely. This gives the
browser/user more assurance that the recipient
with whom he or she wishes to share data is safe.

Is suspicious content still discovered on a validated
website? Then the status changes immediately,
based on the first notification: from green to orange
or even red. That way, the system stays up-to-date
and reliable at all times.
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CCB FOR EVERYONE

AWARENESS RAISING: CHALLENGE
NUMBER 1 AT THE OUTSET

In its first years of existence, the CCB faced a structural
challenge: Belgium was increasingly confronted with
cyber threats, but there was still no awareness among
the general public. Citizens, businesses and even some
public services underestimated the risk.

30

Realising that the strength of any security is ultima-
tely determined by the human link, it was decided
not only to invest in detection and incident res-
ponse, but at the same time to work on raising awa-
reness on a large scale through awareness cam-

paigns.

The first campaigns focused on specific risks: phis-
hing emails, weak passwords, clicking on suspicious
links and the importance of updating software
regularly. To strengthen the impact of these acti-
ons, the CCB focused on working with partners
such as banks and telecom companies and the
Cyber Security Coalition. Employers and local
governments were specifically approached to
further disseminate the information.

Internally, these campaigns laid the foundation for
a new, multidisciplinary way of working at the CCB.
Communications specialists and technical teams

Safeonweb*™

Don’t use ‘princess’
as password...

The longer your password the safer it is.
A passphrase is long and easier to remember.
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CERT.be

worked with behavioural psychologists and marke-
teers to develop the first campaigns. For a govern-
ment organisation, it was a groundbreaking, crea-
tive way to raise awareness.

Part of European
awareness raising

The CCB plans its annual campaign in the month of
October. That is no coincidence. Indeed, October
was declared European Cybersecurity Month, an
annual initiative of the European Commission and
the agency ENISA. This campaign also focuses on
raising cybersecurity awareness and broadly
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informing citizens and organisations on how to bet-
ter protect themselves online.

To generate additional impact, the CCB also organi-
ses information campaigns in the interim, at times
when scammers are also extra active: around holi-
days, sales periods or according to current events.

The centre also gets involved in Safer Internet Day,
a global awareness campaign organised every year
in February and specifically targeting schools and
youth organisations.

Finally, the organisation happily shares and boosts
campaigns by partner organisations on the topic of
cyber prevention.

Partners reach out

The theme of the annual Belgian campaign is selec-
ted based on current events and key trends. It is
conducted in the three national languages and
involves actors from all sectors.

This involvement is one of the strengths of the
awareness campaigns: on the one hand, the CCB
has a series of privileged partners such as the FPS
Economy, the FSMA, the Federal Police, bank fede-
ration Febelfin, and the Cyber Security Coalition.
They act as a sounding board, involved in manage-
ment and providing feedback at all stages of the
campaign's development: from selecting the theme,
to translating it and how it is portrayed in the cam-
paign, to the power to persuade and encourage the
public to change their habits. Each partner brings
its know-how and knowledge from the field to the
table.

On the other hand, the centre can also count on
more than 600 organisations who undertake to dis-
tribute the materials. By having all these partners
help disseminate the campaign, it has an impact far

beyond the paid media plan organised every year,
and is longer-lasting.

Anotherstrengthis the philosophy of the campaigns.
The tone is light, simple and clear. The aim is to
convince as many people as possible (including
those who struggle with IT or are scared of the
online world) that they can make a difference. This
positive reinforcement is combined with a solution-
oriented message, so awareness is accompanied by
a concrete solution that makes life easier, such as
the mailbox suspicious@safeonweb.be. And finally,
recognisable situations are drawn on - such as
frustration with long, complicated passwords - that
are translated into a humorous concept.

Tangible results

One of the most important results of the past 10
years is that the umbrella platform Safeonweb.be
has been developed into a recognisable brand for
digital security in Belgium, with clear, easily accessi-
ble information and testimonials. Research has
shown that 82% of the public is now aware of safe-
onweb.be as the reference for cybersecurity. The
name recognition of this brand has therefore out-
grown CCB.

44% of Belgians say they have already reported a
suspicious e-mail or SMS to suspicious@safeon-
web.be. The system receives more than 9 million
notifications every year. As such, the CCB's goal is
achieved: involve the public as much as possible, as
the first and most important target audience to
enhance cyber resilience.
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ACCOLADES

THE EUROPEAN PRESIDENCY 2024

In the first half of 2024, Belgium assumed the rotating
presidency of the Council of the European Union.
During this period, the CCB took on international res-
ponsibilities and played a leading role to promote Bel-
gian priorities. There was a strong focus on cybersecu-
rity during the presidency. It was a unique opportunity
to put Belgium on the map as an international pioneer
in this field.

One of the top priorities was the negotiations
between the Council of the European Union (the
meeting of the competent ministers), the European
Parliament and the European Commission on two
legislative initiatives: the Cyber Solidarity Act and
an amendment to the Cybersecurity Act (from
2019). The Belgian delegation, composed of the
Permanent Representation to the EU and experts
from the CCB, successfully reached a political
agreement on both Acts in record time, before the
deadline for the European elections in June 2024.

In 2019, the EU Cybersecurity Act laid the founda-
tion for a FEuropean certification system for
cyber-secure products, processes and services.
This meant that one certification was valid for the
entire union. An amendment to this act was voted
on during the Belgian presidency. This included
adding providers of managed security services
(such as security audits, penetration testing or inci-
dent response) to the certification system. Thanks
to this certification, customers of these service pro-
viders get more guarantees in terms of quality and
reliability. It also allows them to verify their supply
chain.

The Cyber Solidarity Act came into force in early
2025. It included the implementation of a Euro-
pean warning system for large-scale cyber threats.
This system brings together the competencies of
national and cross-border cybersecurity centres
with the goal of detecting, analysing and respon-
ding to attacks. This exchange of information across
borders is fundamental to successfully combating
large-scale cybercrime operations, with a coordina-
ted approach.

The EU also decided in this Act to develop a joint
mechanism for emergency situations. This involves
actions in three areas:

heightened preparedness to be able to res-
pond in key sectors such as finance, energy
and health care. Organisations from these
sectors should be tested for weaknesses that
may be vulnerable to cyber-attacks.

setting up an EU Cybersecurity Reserve, con-
sisting of a range of selected private sector

providers. EU Member States or institutions
(and even non-EU countries) can then claim
from this reserve to help deal with large-scale

incidents. In the summer of 2025, the agency
ENISA was mandated to make this operatio-
nal at the European level.

establishing mutual assistance: a member
state stricken by a cybersecurity incident can
count on support from the other member
states.

To bolster cooperation between the various actors
in the 27 member states, the CCB organised the
Brussels Cybersecurity Summit in January 2024.
The summit brought the Belgian ecosystem
together with representatives of cybersecurity eco-
systems from the rest of the EU - across different
fields of action: technical, strategic and finance
experts. Another new aspect was that the directors
of national and regional cybersecurity authorities
met at an informal summit.

Brussels Cybersecurity Summit (2024)

Another realisation was EU-CyCLONe, the
organisation that acts as a liaison between the
national authorities of member states for managing
a cyber crisis. This body was set up in the wake of
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the NIS2 directive. During the Belgian presidency,
the first procedures and rules were agreed upon
within  EU-CyCLONe, on the exchange of
information and the coordination of interventions.
These procedures, and CCB leadership, were tested
immediately during the European elections in 2024
and also during the 'Cyber Europe' exercise, one of
the largest international exercises in cyber incident
management.

In addition to EU-CyCLONe, the CCB also chaired
two other European networks. Firstly, the NIS Coo-
peration Group, where member states come
together to shape the implementation of the NIS2
directive, thereby ensuring essential services in the
EU. The CCB set the tone at the Group, by being
the first European member state to transpose the
directive, among other things. The CCB also
chaired the European Computer Security Incident
Response Team (CSIRT) Network for 18 months,
where the technical 'fire crews' of cyber incidents
consult with each other.

Under the aegis of the CCB, a comprehensive
review and inventory of the cybersecurity land-
scape in the EU was also carried out. The resulting
Council conclusions on the future of cybersecurity,
summarised in a text entitled 'Implement and Pro-
tect Together', were formally adopted by all Euro-
pean telecommunications ministers, after negotia-
tion. In the document, the 27 member states called
for less legislative fragmentation, clearer roles and
responsibilities, closer cooperation with enforce-
ment agencies and a greater focus on Active Cyber
Protection, among other things. As a result, the
focus of European policy was de facto shifted to
implementation rather than new legislation. In this
way, some of the spearheads of the CCB were also
endorsed at the European level.

International
recognition

Belgium received unanimous praise at the end of its
European presidency in late June 2024. The accom-
plishments in the cyber domain had also contribu-
ted to this success. The cross-cutting approach and
transparent way in which the representatives of the
CCB had prepared dossiers together with the
Permanent Representation to the EU was greatly
appreciated. Their enthusiasm and efforts to unite
experts and policy makers around concrete achie-
vements paid off.

As a result, the centre grew into a respected and
authoritative voice at the European level. This
generated a lot of interest in the Belgian cyber-
security strategy and the various projects within
the Active Cyber Protection concept. The approach
devised by the CCB is therefore finding inroads
elsewhere:

The Active Cyber Protection concept is
recognised by the EU as best practice, in
alignment with the NIS2 Directive (increased
cyber resilience in critical and essential
sectors).

The CyberFundamentals framework has since
been adopted by several countries, as well as
private companies.

Spear Warnings: various cybersecurity agen-
cies are looking at setting up a similar warn-
ing system in their own countries.

Belgian Anti-Phishing Shield: the United
Kingdom has implemented a similar system
for its government departments, the French
data protection authority and the cybersecu-
rity centre ANSSI are looking into developing
a French version, and at the European level
there is interest in a wider rollout.

Another illustration of the CCB's reputation is the
global community it now reaches through its online
Connect and Share events. Since 2020, more than
8,000 IT and cyber professionals from 70 countries
have participated in these sessions. They cover

both technical and strategic topics. International
keynote speakers willingly make contributions.

Awards

Belgium has undeniably become a pioneer in cyber
protection over the last 10 years. The ambition to
make our country one of the least cyber-vulnerable
countries in the EU has been achieved. Compara-
tive studies and international rankings bear this out.

Through the CCB's work and coordination with
national partners, Belgium is ranked among the top
10 in reputable cybersecurity indexes including the
National Cyber Security Index (NCSI) and the EU
Cybersecurity Index. In the BitSight EU Ranking,
Belgium is in the top three.

The International Telecommunication Union (ITU) is
the United Nations agency for information and
communications technology. Its Global Cybersecu-
rity Index 2024 identified Belgium as a Tier 1 role
model for Europe. This study examines 5 areas
(Legal, Technical, Organisational, Capacity Develop-
ment and Cooperation). Belgium achieves an over-
all score of 96.81 out of 100, outperforming the
European and global average on all pillars.

This is international recognition of the efforts made
by the CCB and the Belgian cybersecurity ecosys-
tem as a whole.

Belgium's annual awareness campaigns have also
been in the international spotlight: in 2022 and
2024, the video of the annual awareness campaign
was awarded a European Cybersecurity Award for
the best awareness video.

In 2023, the Spear Warning project won a Publica Award
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CURRENT THREATS VERSUS
'OLD' THREATS

The threat landscape has continued to evolve in
recent years. More than anything, the methods
used by criminals and state actors have changed.
We can broadly distinguish three major groups,
each of which has its own methods.

Which threats are there?

ORGANISED
CYBERCRIMINALS

Whereas cybercrime used to be mainly the work of
individual hackers, today we see internationally
organised groups working according to a sophisti-
cated business model. Ransomware attacks, where
data is encrypted and only released after a ransom
is paid, have grown into a billion-euro industry. The
attacks are also much more focused today.

A widespread attack, such as Wannacry, in which
hundreds of thousands of computers around the

Evolution of ransomware

120

world were held hostage for a short time, is less fre-
quent today. Ransomware attacks are now better
prepared and are specifically targeted at a particular
victim or groups of victims.

At the same time, technological evolution has also
made it easier to carry out a ransomware attack.
Ransomware-as-a-Service (RaaS) is when cyber-
criminals offer a complete ransomware package to
other criminals. In this way, malign actors no longer
need to have an IT background to successfully tar-
get an organisation, with the result that attacks are
much more widespread and frequent.

HACKTIVISTS

Hacktivists carry out attacks from ideological or
political motives. Their main goal is not financial
gain, but to disrupt a society's democratic proces-
ses or disseminate a message.

In most cases, they use DDoS attacks, in which
websites or online services are rendered tempora-
rily inaccessible by being overloaded. In the short
term, the impact is usually limited, but the symbolic
value can be significant. A lot depends on the geo-
political situation and any tensions, which lead to
spikes in these attacks. The modus operandi has
remained largely the same over the years.

Evolution of DDOS
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STATE ACTORS

State actors act on behalf of a state. They have dif-
ferent goals from those of hacktivists and criminal
groups. They have more resources, highly sophisti-
cated technology and operate extremely discreetly.
Their goal is usually strategic: to capture sensitive
information or technology and penetrate critical
infrastructures.

While the number of visible incidents still seems
rather limited, that does not mean these attacks do
not take place. On the contrary, precisely because
these attacks often remain under the radar, their
real impact is difficult to assess. Moreover, state
actors sometimes use criminal groups as cover, so it
is not always clear exactly who is behind the attack.

Frequency:
from sporadic
to daily

The number of cyber incidents has undeniably
increased in recent years. Where ransomware and
phishing regularly appeared 20 years ago, they are
now a daily reality. That is because the threshold for
carrying out an attack is lower. There has been an
explosion of actors as a result.

Moreover, we see that attacks are coming in quic-
ker succession. As a result, the threat menace is
structurally higher than a few years ago. Cyber-
attacks are therefore no longer the exception, but a
fact of life that every organisation has to take into
account.

Where criminals
strike today

Many of the cyber-attacks in 2025 have been
opportunistic: criminals look for a weak link and
strike when they see their chance. Yet clear
patterns are emerging. Government agencies, grid
operators, and financial institutions are still targe-
ted in particular, not only because they possess
valuable data, but also because they are symbolic
targets.

Knowledge institutions and technology companies
are also more frequently targeted for theft of
intellectual property, sensitive research results or
technological know-how. Industry and the logistics
sector are also at higher risk. Attacks in these sectors
can disrupt production processes, hamper supply
chains and cause significant economic damage.

Cyber as
a geopolitical weapon

Geopolitical tensions have emerged in the digital
domain, and the growing rivalry between interna-
tional power blocs has noticeably increased the
number of cyber-attacks with (geo)political motives.
In the process, states themselves are increasingly
using cyber sabotage and cyber espionage as an
extension of their foreign policy.

Cyber has therefore become a weapon in its own
right: it can disrupt a country, strain critical infra-
structure and expose confidential information.

One striking aspect is that the lines between crimi-
nal groups and state actors are becoming incre-
asingly blurred. Criminals sometimes operate at the
behest of a regime, and states sometimes use exis-
ting networks to cover their tracks. The result is a
threat landscape in which geopolitics and cyber-
crime are increasingly intertwined.

The impact
of new technology:
Al and quantum

New technologies pose a threat, but at the same
time offer opportunities. Al is an excellent example.
For example, criminals are increasingly using Al to
make phishing emails more convincing, generate
fake images or videos (deepfakes) and automate
attacks. The scale and speed at which this is
happening is making detection more difficult. At the
same time, Al can just as easily be an ally: technology
that helps identify attacks faster, understand
patterns and make defence systems smarter and
more efficient.

While Al primarily represents a breakthrough in
software, quantum technology will revolutionise
hardware. When quantum computers are perfec-
ted, their unprecedented computing power will be
able to crack traditional encryption and coding in a
short time. Researchers are therefore already
working intensely on quantum-proof solutions such
as post-quantum cryptography. For now, it is still
difficult to predict when this technology will mature
and how far-reaching the consequences will be.

Staying vigilant for new breakthroughs while conti-
nuing to invest in research and expertise is there-
fore essential. Whoever manages to harness the
power of Al and quantum in time will have an edge
in a digital world that continues to accelerate.

Belgium at the forefront
of Europe's digital
security

As a relatively small country, Belgium can justifiably
call itself a pioneer in cybersecurity today and is
among the leaders in Europe. And that is no coinci-
dence: our strength is a pragmatic and results-
oriented approach, where other countries some-
times still get bogged down in endless procedures
and bureaucracy.

A telling example is the way we transposed the
NIS2 directive into a national framework. The Early
Warning System (EWS) developed by the CCB to
rapidly detect and share threats is also regarded as
a success story. And the CyberFundamentals
framework that provides tools for better cyber pro-
tection is attracting international interest.

Cybercrime is still a clearly international pheno-
menon. An attack on our infrastructure could have
far-reaching consequences elsewhere. Europe is
therefore still the primary framework for coordina-
ting the fight against cybercrime and digital threats.
Through joint projects, information sharing and
networking, the national and regional ecosystems
reinforce each other. Our country has consciously
chosen to take a leading role in this European story.
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