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®— Cyber Resilience Act (CRA)

@ Essential cybersecurity requirements for the
design and development of products with
digital elements (hardware and software) as

well as obligations for all economic operators
in the value chain.
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Figure 1: Number of CVE (Common Vulnerabilities and Exposures) per month

The CRA entered into force in December 2024,
but will become fully applicable in December 2027

=2

4

Cyber Resilience for SMEs

A \TRE FOR
CS ECURE gy ciseesccunmy

SMEs in the Scope of CRA

Manufacturers of Products with Digital Components
e.g. manufacturing of electronic component, computer and
peripheral equipment, communications equipment and
consumer electronics

Providers of Tools and Solutions for CRA Compliance
e.g. IT consulting, cybersecurity services, compliance software
solutions, data protection and privacy services, training and
educational services.

Other Well-Justified Categories in Line with CRA
e.g. technology distribution and importation, open-source
software development, regulatory advisory services,
cybersecurity standardisation bodies, digital infrastructure
services

Regulation (EU) 2024/2847 on the CRA

29



C@SECURE "‘ CENTRE FOR

Cyber Resilience for SMEs ‘ E‘E(LBGEH?&ECURITY




Disclaimer: This presentation has been prepared for educational purposes only. The NCC-BE disclaims any and all liability regarding the content,
racy, or completeness of the information provided. This presentation and its slides may not be reproduced, distributed, or otherwise used

accul
without the prior written consent of NCC-BE. S EC U R E "#“ CENTRE FOR
(&% CYBERSECURITY
‘ ELGIUM

®— The SECURE Project T

Objective

Support European SMEs, with a focus on micro and small enterprises, to strengthen their cybersecurity
capacities and to support the implementation of the Cyber Resilience Act (CRA).
- The SECURE Consortium is made up of 14 partners [8 beneficiaries + 6 affiliated] from 7 EU Member States

- The project runs until December 2027 = CRA fully applicable

What’s in it for SMEs?

» Access to cascade funding through open calls

CRA compliance resources and online platform for capacity building

Training and upskilling to help achieve CRA compliance

Stakeholder engagement, knowledge sharing and access to practical use cases for CRA compliance

Support for CRA standardisation efforts

Funded by
the European Union
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Cyber Resilience for SMEs

@®— Funding Application Process — What steps do you need to take?

First Open Call:
December 2025 @

@ L N\ Your proposal goes through three evaluations:

Phase 1 — Submission

Phase 2 — Proposal Evaluation
=
=3 €30.000

Maximum amount of co-funding

(50% of the total project costs)
to be granted to each SME

1. Initial screening of your proposal to verify

- Register on the platform and upload all the compliance with the call requirements
required documents

2. Technical evaluation and ranking of your proposal

- Prepare & submit your proposal: application ] o o
form, declarations, budget, annexes, etc. 3. National eligibility check to confirm if your company
\_ - \ meets all the formal requirements — by NCC-BE

@Phase 5 — Balance & Report\ @ Phase 4 — Project A Phase 3 — Prefinancing & A

Implementation & Evaluation Contract

- Submit a final technical and
financial report - PROJECT KICK-OFF - - Sign the Sub-Grant Agreement

- oRr?é;:g/e Tg,:;lance payment ~ Submit periodic technical and - IOp’uoE to receive artzf:)r:/ancmg to
PP financial reports aunch your project (40%)
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Look us up!

®1 Website: www.securedsme.eu

m LinkedIn: www.linkedin.com/company/secure4sme-project

EU Funding Statement: Funded by the European Union under GA No 101190325. Views and opinions expressed are ' ‘4 =
however those of the author(s) only and do not necessarily reflect those of the European Union or European %} “"A‘ CENTR E FDR @
CYBERSECURITY NATIONAL

CYBERSECURITY
BELGIUM

COORDINATION CENTRE

Cybersecurity Industrial, Technology and Research Competence Centre. Neither the European Union nor the granting 2 5 A
authority can be held responsible for them. Cyber Resilience for SMEs
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E For any future questions, please e-mail us at secure-cra@ccb.belgium.be

Thank you for your attention! @Q

Centre for Cybersecurity Belgium
Under the authority of the Prime Minister

Rue de la Loi / Wetstraat 18 - 1000 Brussels

www.cch.belgium.be




