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1 EXECUTIVE SUMMARY 
 

If not patched and looked after regularly, a company network infrastructure and website 

will present flaws or weaknesses, called vulnerabilities, that can be exploited by an 

opponent to cause damage or perform unauthorized actions. This could result in 

compromising the confidentiality (e.g. private information leakage), the integrity (e.g. 

unauthorized modification of data), or the availability (e.g. website down) of resources.  

That’s why organizations should use vulnerability assessment tools to spot security holes 

in their networks, website or web applications. Then appropriate remediation measures 

can be taken regarding the security flaws discovered.  

A good practice is to act early to minimize the chances of a successful attack. 

This document presents a summary of some of the most relevant but free or inexpensive 

tools on the market. 

While most of the tools described can be used by non-expert users, there might be cases 

where professional help is required, such as simulating advanced attacks. 

 

Liability waiver 

 

The Centre for Cyber Security Belgium (CCB) provides technical and organizational advice 

on how to deal with / prevent cyber incidents, but is not involved in carrying out these 

operations. 

 

The software tools mentioned in the present document have been tested and are used on 

a regular basis, but the CCB cannot be held responsible for any unintentional damage 

resulting from the normal use of these tools. 

The responsibility for managing cyber incidents and taking actions remains with the 

Network and Information Systems Manager. 

Additionally, as the General Data Protection Regulation (GDPR) has come into effect 

recently to protect data and privacy of EU citizen, every organization has the 

responsibility to take the necessary actions to secure their applications and data in 

consequence. 
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2 CONSIDERATIONS 
 

A comprehensive way to detect flaws on a website or in a network is to make use of 

vulnerability analysis tools. In fact, trying to spot security issues manually is at best 

tedious, but most of the time impracticable, especially for a non-expert person. Using an 

automated tool will save time and is effective in most cases. Additionally, no 

programming knowledge is required to perform security testing with tools. But special 

attention should be taken regarding accuracy concerns, as these tools do not provide full 

accuracy and may overlook some security flaws and at the same time generate false 

positive and false negative. 

A false positive is a detection error in which the tool indicates the presence of a 

vulnerability when in reality it is not present. False negatives are more annoying, as the 

tool couldn’t identify security issues and left the door open to potential opponents. 

Note that some scanning tools are software that have to be installed on the company’s 

infrastructure before operating them, others function as a service (called Software as a 

Service or SAAS) where the tools are hosted in the cloud and operate from a remote 

environment. 

There are two types of analysis: static and dynamic  

• Static analysis consists of inspecting the program to identify potential 

vulnerabilities, when dynamic analysis checks the behavior of the website/web 

application against a set of test cases at run time. Each approach has its 

advantages and drawbacks. Through a static analysis, the testing tool will have 

access to the code to search for security bugs.  

• Dynamic analysis testing could discover security issues not disclosed by static 

analysis. And oftentimes organizations prefer black-box testing (dynamic 

analysis) that simulate an attack in the context of a penetration testing. 

Regarding dynamic analysis, the test cases may not cover all cases and also be 

insufficient to verify some situations. 

In case of homemade developed tools, organizations should take actions at early stages of 

the development lifecycle to detect and correct security issues. As technologies evolve at 

a fast pace and security flaws are discovered on a daily basis, it is also recommended to 

perform security analysis at regular intervals.  

Another consideration is the supporting system. Some tools work on Windows, Linux and 

Mac environment, while others only support a subset of these platforms. 

Some analysis tools available on the market and reported by OWASP (Open Web 

Application Security Project) are: 
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Name Owner Licence Platforms

AppTrana Website Security Scan AppTrana Free SaaS

Arachni Arachni Free for most use cases Most platforms supported

Grabber Romain Gaucher Open Source Python 2.4, BeautifulSoup and PyXML

Grendel-Scan David Byrne Open Source Windows, Linux and Macintosh

GoLismero GoLismero Team GPLv2.0 Windows, Linux and Macintosh

Nikto CIRT Open Source Unix/Linux

Vega Subgraph Open Source Windows, Linux and Macintosh

Wapiti Informática Gesfor Open Source Windows, Unix/Linux and Macintosh

WebCookies WebCookies Free SaaS

Wikto Sensepost Open Source Windows

w3af w3af.org GPLv2.0 Linux and Mac

Xenotix XSS Exploit Framework OWASP Open Source Windows

Zed Attack Proxy OWASP Open Source Windows, Unix/Linux and Macintosh

Acunetix WVS Acunetix Commercial / Free (Limited Capability) Windows

Application Security on Cloud IBM Commercial SaaS

AppScan IBM Commercial Windows

App Scanner Trustwave Commercial Windows

AppSpider Rapid7 Commercial Windows

AVDS Beyond Security Commercial / Free (Limited Capability) SaaS

BlueClosure BC Detect BlueClosure Commercial, 2 weeks trial Most platforms supported

Burp Suite PortSwiger Commercial / Free (Limited Capability) Most platforms supported

Contrast Contrast Security Commercial / Free (Full featured for 1 App) SaaS or On-Premises

Detectify Detectify Commercial SaaS

Digifort- Inspect Digifort Commercial SaaS

edgescan edgescan Commercial SaaS

GamaScan GamaSec Commercial Windows

Gravityscan Defiant, Inc. Commercial / Free (Limited Capability) SaaS

IKare ITrust Commercial N/A

ImmuniWeb High-Tech Bridge Commercial / Free (Limited Capability) SaaS

Indusface Web Application Scanning Indusface Commercial / Free Trial SaaS

N-Stealth N-Stalker Commercial Windows

Nessus Tenable Commercial Windows

Netsparker MavitunaSecurity Commercial Windows

Nexpose Rapid7 Commercial / Free (Limited Capability) Windows/Linux

ParosPro MileSCAN Commercial Windows

Probe.ly Probe.ly Commercial / Free (Limited Capability) SaaS

Proxy.app Websecurify Commercial Macintosh

QualysGuard Qualys Commercial N/A

Retina BeyondTrust Commercial Windows

Securus Orvant, Inc Commercial N/A

Sentinel WhiteHat Security Commercial N/A

SOATest Parasoft Commercial Windows / Linux / Solaris

Tinfoil Security Tinfoil Security, Inc. Commercial / Free (Limited Capability) SaaS or On-Premises

Trustkeeper Scanner Trustwave SpiderLabs Commercial SaaS

Web Security Scanner DefenseCode Commercial On-Premises

WebApp360 TripWire Commercial Windows

WebInspect HP Commercial Windows

WebReaver Websecurify Commercial Macintosh

WebScanService German Web Security Commercial N/A

Websecurify Suite Websecurify Commercial / Free (Limited Capability) Windows, Linux, Macintosh  

Source: https://owasp.org/www-community/Vulnerability_Scanning_Tools 
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3 TOOLS 
 
CERT.be tested some of the most popular vulnerability analysis tools, they can be 

classified in different categories: 

Scanning tools can help you analyze your network, see what services are running on which 

port, footprint your infrastructure: 

• Nmap 

• Netcraft 

• Hacker Target 
 
Web application vulnerability enumeration 
 

• Nikto 

• Burp Suite 

• Owasp Zap 
 

Network vulnerability enumeration 
 

• Nessus Free or Pro version 

• OpenVas 
 

Encryption configuration validation 

• Qualys SSL Lab (https://www.ssllabs.com/ssltest/) 

Website’s CMS (Content Management System) vulnerability assessment tools 

• Droopescan for Drupal 

• WPscan and Wpsec.com for Wordpress 

• Joomla-security-scan for Joomla 

DMARC (Domain-based Message Authentication, Reporting & Conformance) online checker 

• Mxtoolbox free DMARC check 

Active Directory Security Tool 

• PingCastle 

Of course, there are many more assessment tools on the market. The choice of a suitable 

cloud service should match the user’s needs and requirements. 

The information provided below regarding the tools is subject to change. In fact, 

providers may update their tools at any time. 

Remember that vulnerability scans may trigger faults, crashes or locking of the targeted 

web application and server. 

Disclaimer: use these tools at your own risks, CCB (CERT.be) cannot be held responsible 

for any damages made to your website, infrastructure or application resulting from their 

use. CCB (CERT.be) does not endorse any of the vendors or scanning tools by testing them 

in this report. This report has been done as an educational resource for companies, CCB 

(CERT.be) cannot guarantee the outcome resulting from the usage of the tools. 
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3.1 Scanning & Foot printing Tool 

Nmap [Windows-Linux-macOS] 

Skill level 

Beginner to expert. 

Description 

Nmap (Network Mapper) is an open-source tool for network discovery and security 

auditing. Amongst many features, Nmap has the ability to determine what hosts are 

available on the network, what services (application name and version) those hosts are 

offering, what operating systems (and OS versions) they are running, what type of packet 

filters/firewalls are in use. It can also be used to perform vulnerability scans via the 

Nmap Scripting Engine (NSE). 

Nmap supports most operating systems (Windows, Linux, macOS). It comes with a 

command-line executable but also includes a graphical user interface and result viewer 

(Zenmap). 

How to use Nmap? 

1. Installation 

Nmap installation is quite straightforward, if you want to install it on Windows operating 
systems, we recommend you download and use the graphical version of Nmap called 
Zenmap. 
 
If you are on Debian or Ubuntu (Linux systems), just run the following command to install 
Nmap: 
 

 
 
2. Scanning 
 
Nmap requires root privileges in order to run properly. With the following command we 
can detect open services on a host or a server (i.e. yourwebsite.be). The command will 
also tell the version of the program in use which is useful when looking for vulnerabilities. 
 

 
 
Alternatively, we can specify the IP: 
 

 
 
An address range in CIDR notation can also be used: 
 

 
 
Here is an example of a scan result for open services: 
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If needed, the result can be saved to a file using the option -oN: 
 

 
 
Nmap includes scripts which will search for security issues on hosts: 
 

 
 
Here is an excerpt of the scan result for vulnerabilities: 
 

 

 
Nmap.org website has a lot of docs and extra tools you can use if you want to go deeper: 
https://nmap.org/ 

  

https://nmap.org/
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Netcraft [Cloud-based] 
 
Skill level 

Beginner. 

Netcraft provides a free online search tool that allows users to query its databases for 
host information. This tool is very effective and can give you some valuable information 
about the technologies used on your website (https://www.netcraft.com/). 

 

Figure 1 - Netcraft search box (https://sitereport.netcraft.com) 

 

 
Figure 2 - Netcraft search query result 
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Hacker Target [Cloud-based] 

Skill level needed 

Beginner. 

Description 

Hacker Target (https://hackertarget.com) is an online cloud-based vulnerability scanner 

solution, this “software as a service” platform offers to run a selection of vulnerability 

scanners against your network infrastructure or your website for an affordable price. 

 

Figure 3- Hacker Target Website 

It is an easy-to-use solution if you don’t want or don’t have the time to install and setup 

these tools by yourself. 
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3.2 Web application Vulnerability assessment tools 

Nikto [Windows-Linux-macOS] 

Skill level needed 

Beginner. 

Description 

Nikto (https://github.com/sullo/nikto) is an open-source web server scanner. It examines 

a web server to find potential problems and security vulnerabilities such as server and 

software misconfigurations, default files and programs, insecure files and programs, and 

outdated servers and programs. 

Nikto will run on most operating systems (Windows, Linux, MacOS) but requires Perl to be 

installed. It doesn’t provide a graphical user interface. Instead, the user must use the 

command line interface to run the scans. 

How to use Nikto? 

1. Installation on Debian or Ubuntu 
 
On Debian or Ubuntu (Linux systems), run the following command: 
 

 
 
2. Scanning 
 
To scan vulnerabilities on a host (i.e. 192.168.1.1), we can use the option -h. By default 

(without specifying a port number), nikto will scan on port 80. 

 

Here is an example of scan result: 
 

 
 
The same scan specifying a (different) port number using option -p (i.e. port 443): 

 

https://github.com/sullo/nikto
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Alternatively, for the same scan using a full URL syntax: 

 

Nikto can scan multiple ports (i.e. 80, 88, 443) in the following way: 

 

 

To output the result to a file, use the option -output: 
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Burp Suite [Windows-Linux-macOS] 

Skill level 

Might be complex to use: from intermediate to expert. 

Description. 

Burp (https://portswigger.net/burp) is a vulnerability scanner and is one of the leading 

software for web security testing. 

Burp runs on most operating systems (Windows, Linux, MacOS) and is shipped with a 
graphical user interface. 
 
Burp has a free community release which already offers some great functionalities but if 

you want to use the web vulnerability scanner you have to purchase the professional 

edition sold at 349€. 

How to use Burp? 

In the present description, we used Burp Suite Professional v1.7.37 deployed on a Linux 

system. 

1. Project configuration 

Scans are organized by projects that will allow the user to persist the states of his scans 

to a file and share that file. Use the options to create or open a (temporary) project (fig. 

3.1). 

 
Figure 3.1 – Create a project 

The user can leave Burp default configuration or load an existing configuration from a 

file (fig. 3.2). 

https://portswigger.net/burp
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Figure 3.2 – Select Burp configuration 

2. Proxy configuration 

Before performing a vulnerability scan, Burp must know the website. To this end the web 

browser (Firefox, Chrome, Edge) has to be configured to route the traffic to Burp proxy 

server. An example of configuration in Firefox is showed here under (fig. 3.3). By default, 

Burp Proxy server uses a proxy listener at 127.0.1:8080 (fig. 3.4). But it is possible to 

configure Burp server to listen on another interface using the Edit button. 

 
Figure 3.3 – Web browser (Firefox) proxy configuration 
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Figure 3.4 – Proxy listener 

3. Spider configuration 

To analyze (crawl) a website structure automatically, Burp has a feature called Spider. In 

the tab Spider-> Options, different settings are available. In particular, under the section 

“Form submission” (fig. 3.5) and “Application Login” (fig. 3.6), three options allow the 

user to specify what to do when Burp encounters a form on a web page. By default, Burp 

will automatically assign pre-defined values in forms and prompt the user when the page 

contains a login form. 

 
Figure 3.5 – Spider settings: form submission 
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Figure 3.6 – Spider settings: application login 

4. Interception and crawling 

In the tab Proxy-> Intercept, the proxy interception function must be turned on by 

clicking on the button “Intercept is off” (fig. 3.7). 

 
Figure 3.7 – Proxy interception 

Then go on the targeted website using the web browser (fig. 3.8).  

 
Figure 3.8 – Enter the URL in the web browser 

Now you can observe the request originating from the web browser in the tab Proxy-> 

Intercept. Click on the Action tab and send the request to the Spider (fig. 3.9). Then add 

the targeted website to the scope by clicking on “Yes” (fig. 3.10). Finally, stop sending 

out-of-scope requests (originating from other websites) by clicking on “Yes” again (fig. 

3.11). 

 
Figure 3.9 – Sending the request to Spider 
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Figure 3.10 – Adding the targeted website to the scope 

 
Figure 3.11 – Stop sending out-of-scope requests 

In the tab Target -> Site map, the website has been added to the site map. Right click on 

the URL and select “Spider this host” to start the automatic crawling of the website (fig. 

3.12). All the content discovered on the website by the Spider is now added and shown on 

the site map (fig. 3.13).  The site map shows a visualization of the entire website 

structure. Note that Burp will also include contents that are linked to the targeted 

website. 

 
Figure 3.12 – Using the Spider to crawl automatically a host 
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Figure 3.13 – Site map of the website 

To filter out the out-of-scope pages, click on the Filter section above the display and 

select “Show only in-scope items” (fig. 3.14). 

 
Figure 3.14 – Site map of the website 

Now, in the tab Target -> Site map, the content related specifically to the targeted 

website is shown on the site map (fig. 3.15). 
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Figure 3.15 – Site map of the website 

5. Scanning configuration 

Set up the scan type in the tab Scanner -> Live Scanning.  

There are two types of scanning: active scanning that sends malicious requests and may 

harm the web application, and passive scanning that just analyzes traffic to find 

vulnerabilities.  

Use the default configuration (passive scanning) for a scan in “safe mode” or change it to 

active scanning by switching to “Use suite scope (defined in Target tab)” in Live Active 

Scanning section (fig. 3.16). 

 
Figure 3.16 – Configure the scanner: scan types 

Set up the scan options in the tab Scanner -> Options.  

Scroll down to the “Active Scanning Engine” section. It may be useful to add a waiting 

time (throttle) between requests such that a slower web server will be able to handle 

Burp sending cadence (fig. 3.17). The “Active Scanning Optimization” section should be 

left unchanged. However, the user can adapt the scan speed and the accuracy if needed. 
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Figure 3.17 – Active Scanning Engine: throttle between requests 

Burp allows a fine control over the testing of security issues. The user can select simply 

by scan type (fig. 3.18) or select individually the desired types of issue to be checked 

(fig. 3.19). In this case, the user may uncheck, for example, issues related to ASP.NET if 

the web server doesn’t rely on this technology. 

 
Figure 3.18– Scan issues: select by scan type 

 
Figure 3.19 – Scan issues: select individual issues 

At some points, the user may want to restore the default configuration of a section. Right 

click on the little wheel icon on the left and select “Restore defaults” (fig. 3.20). 
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Figure 3.20 – Restore defaults 

All other options can be left as default. 

6. Vulnerability Scanning 

In the tab Target -> Site map, right click on the target and select “Actively scan this 

host” (fig. 3.21). When the wizard appears, click on “Next” and then “Ok”. 

 
Figure 3.21 – Actively scan this branch/host 

In the tab Scanner -> Scan queue, you can follow the status of the scanning process (fig. 

3.22). 

 
Figure 3.22 – Scan queue 

When the vulnerability scan is finished, Burp reports the issues identified in the tab 

Scanner -> Issue activity (fig. 3.23). Sorting is achieved by clicking on the title of the 

column. 
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Figure 3.23 – Issues reported 

An overview is displayed in the tab Target -> Site map (fig. 3.24). 

 
Figure 3.24 – Overview 

Warning: You might need the help of a security professional to fully understand Burp’s 

results. 
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OWASP ZAP [Windows-Linux-macOS] 

Skill level needed 

From beginner to advanced. 

Description 

Zap (https://www.zaproxy.org/) is an easy-to-use tool to help you find vulnerabilities on 

your web application, it is completely free and open source, it is a good alternative to 

Burp Suite. 

It is cross platform and can be used on Linux (already installed in the Kali Linux 

distribution), Windows and Mac. It needs Java to run. 

Zap uses an intercepting proxy just like Burp Suite, it also features passive and active 

scanners. The passive scanner is safe to use at any time as it doesn’t alter the traffic, the 

active scanner on the other hand can be used to performs attacks. The spider crawls the 

website for hidden pages or directory and can be used in combination with dictionaries to 

run brute force attacks. 

Zap also has the possibility to add extensions with new functionalities. 

How to use ZAP? 

Below is an example of the starting page on a Linux version (Figure 4), Zap lets you 

choose if you want to persist this session. 

 

Figure 4 - Zap start page 

We will perform an active scanning on a vulnerable virtual machine from the Owasp 

project, we just have to enter the target address in the ‘URL to attack’ search bar and 

click on the ‘Attack’ button. Zap will use the spider to crawl (discover) the complete 

website in his http & https versions and make an active vulnerability scan. 

https://www.zaproxy.org/
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Figure 5 - ZAP in action 

When done, the results are shown in the Alerts tab, classified by risk importance with the 

higher risks at the top (from high to low). 

 

Figure 6 - Zap results 

To go deeper with Zap: 

https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project 

https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project
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3.3 Network Vulnerability scanners 

Nessus [Windows-Linux-macOS] 

Description 

Nessus started as a free tool. But in 2005, it became a proprietary product. Nowadays, it 

is one of the most well-known and used security vulnerability scanning tool. Nessus helps 

to identify a large variety of vulnerabilities such as software flaws, missing patches, 

malware, and misconfigurations. 

Nessus will run on most systems (Windows, Linux, Mac) and comes with a graphical user 

interface to perform the scans. 

Nessus Pro costs +/- 4000€ per year but tenable also provides an essential version 
(formerly Nessus Home) which will allow you to scan your environment up to 16 IP 
addresses per scanner for free. 
 
How to use Nessus? 

1. Policy set up 

When performing a scan, the first step is to create a scan policy. Different plugins come 

by default with Nessus such as Host Discovery, Basic Network Scan, or Web Application 

Tests. Many others are also available. 

For a Vulnerability testing of web applications, we will use the Web Application Tests 

policy. On the left menu choose Policies, then create a new policy. Add a name (i.e 

“Normal Web Application Scan”) and a description (fig. 7.1). With the Assessment 

settings, choose the scan type (i.e. Scan for all web vulnerabilities (complex)) and save it 

(fig 7.2). The other settings can be left unchanged. 

 
Figure 7.1 – Policies/Settings/Basic 
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Figure 7.2 – Policies/Settings/Assessment 

2. Scanning set up 

Having set the policy, on the left menu choose My Scans and then Create a new scan. In 

the tab “User defined”, from the created policy, choose the appropriate one (i.e. 

“Normal Web Application Scan”) (fig 7.3). Note that if you haven’t created a policy 

previously, it is also possible to set up the scan policy during the setup of a new scan. 

 
Figure 7.3 – My Scans/User Defined 

Now specify the general settings of your scan such as Name, Description, Folder, and 

Targets, and save them (fig. 7.4). 
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Figure 7.4 – New Scan/Settings/General 

Step 3. Scanning & Report 

Choose the scan to be performed and launch it using the menu at the top of the page 

(More -> Launch) or by clicking on the arrow     (fig. 7.5). 

 

 
Figure 7.5 – My Scans 

When the scan is finished, click on the name of the scan to see the scan report. The 

report displays a horizontal bar chart and a pie chart, both showing the percentage of 

each type of vulnerability identified (fig. 7.6). 
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Figure 7.6 – My Scans/Hosts 

To see the detailed report, click on the tab Vulnerabilities. A list of all vulnerabilities is 

displayed (fig. 7.7). Some of them may group several vulnerabilities (i.e. MIXED – Apache 

HTTP Server). Click it to show the elements composing that particular group (fig. 7.8). 

 
Figure 7.7 – My Scans/Vulnerabilities 
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Figure 7.8 – My Scans/Vulnerabilities/Mixed (vulnerability group) 

When clicking on a vulnerability, Nessus will show its description and the corresponding 

solution/remediation (fig. 7.9). 

 
Figure 7.9 – My Scans/Vulnerabilities/Mixed/Apache 2.4.x < 2.4.35 Dos 

At any time, a report can be printed out (exported) using the menu at the top of the page 

(fig. 7.10). 
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Figure 7.10 – My Scans/Vulnerabilities/Export 

Nessus is a very powerful tool but may require the help of a cybersecurity professional to 

understand the report results and mitigate the vulnerabilities found. 
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OpenVas [Windows-Linux-macOS] 

Skill level needed 

Intermediate. 

Description 

Open VAS (https://openvas.org/) stands for Open Vulnerability Assessment Scanner, it is 

a full-featured open-source vulnerability scanner. The project was created as a reaction 

to the discontinuation of the Open-Source version of Nessus. 

How to use Open VAS? 

An already configured VM with a trial version of the tool is available on the website of 

Greenbone, the company supporting the project.  

Installation is also easily done through Kali Linux just run the following command:  

 

Once the first part of the installation is over, run the following command to set up Open 
Vas: 
 

 
 
When done you will see the following message: 
 

 
 
You have to run the gvm-check-setup command and Open Vas will check your 
configuration. If the configuration is successful, Open Vas install will automatically launch 
your web browser and open a web page with an interface where you can login using 
‘admin’ as the user in combination with the generated password from the script (see 
above screenshot) in our case it is '5bfcb7a7-9225-4aa8-95be-aeb613bb1bc0'. 
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If you used the virtual machine from Greenbone’s website instead of the command line 
install you will see the logging screen. After you defined a new admin user via the console 
you will be able to log in with the web interface: 
 

 
 
Once logged in, go into the Scans menu at the top and click on the small magic wand in 
the upper left corner to use the Task Wizard to launch our first scan. 
 

 
 
For the purpose of this report, we will use a vulnerable virtual machine (Metasploitable 
VM) with a private IP address, we just have to fill in the field “IP address or hostname”. 
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Since the virtual machine we are testing is vulnerable, after the scan has been 
completed, a lot of vulnerabilities can be seen in the result tab: 
 

 
 
The vulnerabilities can be classified by severity, a score is automatically attributed by 
the scanner, Open Vas will also test web vulnerabilities. 
 
More information about Open Vas and also a live demo can be found on the website of 
Greenbone, the company supporting the project. 

https://www.greenbone.net/en/live-demo/
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3.4 Encryption configuration validation tools 

Qualys SSL/TLS scanner [Cloud-based] 

Skill level needed 

Beginner. 

Description 

SSL stands for Secure Socket Layer; its purpose is to establish a secure and encrypted link 

between two points on the internet. It has been updated to TLS which stands for 

Transport Layer Security. When a website uses the https acronym it means it is using 

hypertext transfer protocol through a secured connection (TLS). 

It can be interesting to evaluate the SSL/TLS configuration of your website, companies 

like Qualys gives you the possibility to assess it for free. 

Just enter your website address in the ‘Hostname’ field to test your website. 

 

 

Figure 7 - Qualys SSL host scanning page 

After analysis your website will be graded from ‘A’ to ‘F’, the scanner will check 

different parameters to attribute the grade like certificate validity, protocol used, key 

exchange support, cipher support etc.  

https://www.ssllabs.com/ssltest/


 

My Vulnerability  
Testing Toolbox - TLP: WHITE  ______________________________________________________ May 2022 | 35 
 

Here is an example of a scan result with a ‘A’ grade: 

Figure 8 - SSL Scan results 
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3.5 Website’s CMS (Content Management System) Vulnerability 
assessment tools 

Droopescan [Windows-Linux-macOS] 

Skill level needed 

Intermediate. 

Description 

Droopescan (https://github.com/SamJoan/droopescan) is a plugin-based scanner, it 

can help you identify issues with several CMS. 

Supported CMS are Silver Stripe and WordPress. 

Some partial functionality for Joomla, Moodle and Drupal. 

Droopescan is easy to install from a Kali Linux operating system, just use PIP 

(Package Installer for Python). 

In the terminal just type the following command to install PIP: 

 

Once PIP is installed it is time to install DroopeScan: 

 

Next step is to try a scan on a Drupal website, when the Droopescan scan command 

is executed against your target, the installed plugins are detected. It might be a 

good idea to make sure that they are updated to the latest version: 

 

Let’s also scan a WordPress site: 
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The program has found the Themes installed, an interesting URL, the possible 

versions and an installed plugin. 
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Drupwn [Windows-Linux-macOS] 

Skill level needed 

Intermediate. 

Description 

Drupwn is a utility tool used to test exploit and weaknesses in Drupal, it is available 

on GitHub.  

The tool can test the website for vulnerabilities (CVE’s) and exploit some of them 

automatically.  

An enumeration mode is also available. To demonstrate its functionality, we quickly 

exploited a vulnerable website using it: 

 

  

https://www.immunit.ch/blog/2018/04/10/yet-another-drupal-scanner-drupwn/
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WPScan [Windows-Linux-macOS] 

Description 

WPScan is a free, for non-commercial use, black box vulnerability scanner to test 

the security of a Wordpress site, it is already preinstalled in Kali Linux. First let’s 

update its vulnerability database: 

 

Now that we are up-to-date, let’s try to scan a test website to see what information 

we can retrieve: 

 

The program gathers interesting information like web server type, Apache in this 

case. Xmlrpc is also enabled on the website, this could lead to brute force attack 

attempts. 
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The wp-cron.php file could also lead to DDOS (Distributed Denial Of Service) attacks 

that could disrupt the availability of the website. WPScan also finds the installed 

theme and the outdated WordPress’s version. 

We can also try to identify the users: 

 

WPScan has a lot of parameters that can be used to fine tune our research on a 

WordPress website’s vulnerabilities it is a free and easy to install tool. 
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WPSEC [Cloud-based] 

Description 

WPSec is an online tool that will scan your WordPress website for vulnerabilities and 

delivers a report. You will have to register to review your scan results though. The 

company provides different paid plans which will give you the ability to scan more 

than just one web site. 
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JoomScan [Windows-Linux-macOS] 

Description 

JoomScan is a free vulnerability scanner for Joomla based websites, it comes also 

preinstalled in Kali Linux Pen Testing distribution.  

We have run the tool against a vulnerable Joomla installation and here are the 

results. 

 

As you may have noticed, JoomScan automatically finds the vulnerabilities present 

on the website with a link to the exploit database giving you more information 

about this specific exploit. 

The tool also locates the admin login page and the robots.txt file containing 

sensitive information about the website: 
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3.6 DMARC (Domain-based Message Authentication, Reporting & 
Conformance) online checker 

MXToolbox [Cloud-based] 

Skill level needed 

Beginner. 

Description 

DMARC is a must have in email authentication for your mail server, its role is to check 

that a legitimate email is properly authenticated against DKIM (Domain Keys Identified 

Mail) and SPF (Sender Policy Framework) standards. 

For a SPF check, the “header from” domain name must match with the “enveloper from” 

domain name and for a DKIM signature check the “header from” domain name must 

match with the “d=domain name” in the signature. 

Some websites provide free tools to assess your DMARC installation, MXToolbox is one of 

them but there are numerous tools online (Sercurius.net or DMARC Analyzer cloud-based 

solutions are proposing this service too). 

Here is a screenshot of the result from a DMARC check done on the CERT.be domain with 

MXToolBox: 

 

This free tool can be interesting to check the configuration of your DMARC setup and be 

assured that everything is working fine and well configured. 
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3.7 Active Directory Security Audit Tool 

PingCastle [Windows-Linux-macOS] 

Skill level needed 

Beginner. 

Description 

PingCastle is a free, Windows-based Active Directory Security Assessment Tool 

designed to quickly assess the Active Directory security level with a methodology 

based on a risk assessment and maturity framework. 

PingCastle once executed as a simple user can provide you with various 

deliverables: a detailed HTML report, PowerPoint presentations of the data and 

spreadsheets.  

If you use it with the default Healthcheck mode it will quickly collect the most 

important information of the Active Directory to establish an overview on it. Based 

on a model and rules it will evaluate the score of the sub-processes of the Active 

Directory and proceed with a risk evaluation. 

The report is divided in 4 parts: Scores, Rules, General information & Details. 

 

Figure 9 Score Tab 



 

My Vulnerability  
Testing Toolbox - TLP: WHITE  ______________________________________________________ May 2022 | 46 
 

 

Figure 10 Rules Tab 

PingCastle can also generate two different types of Active Directory maps based on 

existing health check reports or via a special mode collecting the required information. 

 

Figure 11 AD maps 

More information about PingCastle and the link to download the program itself can be 

found on the company website: https://www.pingcastle.com/ 

 

https://www.pingcastle.com/
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4 CONCLUSION 
 

With this report, CCB (CERT.be) has tried to give you a general overview of some of the 

most popular vulnerability assessment tools available on the market. 

Of course, this list is far from being complete: new tools and features are added every 

day and it is practically impossible to list them all. All these tools have full books 

dedicated to them that can help you go deeper should you want to improve your skills in 

a particular field or with a particular tool.  

The aim of this report is to be a good reference starting guide if you want to try to learn 

how to assess your infrastructure by yourself and have no idea which tool to use and 

where to start.  

This guide’s purpose is not to replace the experience and the expertise of a professional 

vulnerability assessor, but we hope it will raise your cybersecurity awareness and 

introduce you to some of the tools you need to test your infrastructure. 
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