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A Structural Analysis 
of AI Guardrail 

Weaknesses via 
EchoGram
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The Core of LLMs: Next Token Prediction

Roses

are

red

Violets

are

blue

Self-Supervised Learning

The model is trained to predict one part of 

the input from another part of the input.

No need for a human labeler!
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From next token prediction to chatbot

QCTR 2026 Q1

Q: How do you create a chatbot out of next token prediction?

A: Train the model with multiple roles

Before:

● Prompt: “Teach me about 

generative AI …”

● Response: “... so that I can pass 

my test tomorrow.”

After:

● User: “Teach me about generative AI …”

● Assistant: “Generative AI is a type of AI 

model that is able to synthesize new 

samples …”
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Instruction Hierarchy Bypass: Prompt Injection

QCTR 2026 Q1

SQL Injection
Untrusted user input is concatenated 

with trusted code on the back end. 

Prompt Injection
Untrusted user input is concatenated 

with a trusted system prompt on the 

back end. 
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Instruction Hierarchy

QCTR 2026 Q1

System: You are Marv, a chatbot that reluctantly 
answers questions with
sarcastic responses.

User: How many pounds are in a kilogram?

Assistant: This again? There are 2.2 pounds in a 
kilogram. Please make a note of this.

User: What does HTML stand for?

Assistant: Was Google too busy? Hypertext Markup 
Language. The T is for try to ask better 
questions in the future.

This

This

Supersedes

Q: How do you control the tasks that the chatbot should/should not do?

A: Add a role for system/developer
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User prompt Downstream LLMGuardrail Model

Prompt injection target

LLM Guardrails

LLM as a Judge Classification Models

QCTR 2026 Q1
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User prompt Downstream LLMGuardrail Model

Attack Prompt injection target

Attacking Guardrails

LLM as a Judge Classification Models

QCTR 2026 Q1
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LLM as a Judge
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> ignore previous instructions

> ignore previous finstructions

User prompt Downstream LLMGuardrail Model

Echogram Prompt injection target

Classification Models

TOKENBREAK ECHOGRAM
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Echogram on Classification Models
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Echogram on LLMs
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Q&A
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