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Agenda
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❏ Let's the hunt begin

❏ Threat actors targeting Europe

❏ Mustang Panda
❏ APT28
❏ Gamaredon and other 

uncategorized Russian 
threat actors

❏ European embassies 
targeted in Asia

❏ Conclusions and more 
resources
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Let's the hunt begin
The process we follow to hunt critical campaigns
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Hypothesis & Intel
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Define Scope
Target specific threat actors, 

malware families, geographic 

regions, or specific customer 

environments to avoid 

aimless data searching.

Environment 
Baselining
Establish what constitutes 

"normal" for the customer. 

Identify approved admin 

tools and standard software 

deployments so anomalies 

stand out.

Intelligence Review
Investigate the latest 

campaigns and threat 

intelligence to extract 

relevant TTPs and Indicators 

of Compromise (IoCs) to 

guide queries.
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Email
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Identify targeted campaigns hiding within massive 
volumes of daily spam.

Apply behavioral and anomaly filters to isolate 
potentially malicious intent.

Search for uncommon attached file types (.lnk, .jse, 
.hta) and multiple-file combinations (.exe + .dll).

Flag suspicious double extensions designed to trick 
users (e.g., .pdf.lnk).

Scrutinize targeted receipt/sender accounts (e.g., 
VIPs) and search for intelligence-tied keywords.

▹

▹

▹

▹

▹
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EDR
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Alert-less Proactive Hunting
Query raw telemetry to uncover stealthy activity 

that evaded existing detection rules. This 

focuses heavily on Living off the Land (LOLBin) 

techniques where attackers use legitimate 

system tools for malicious purposes.

Anomaly Analysis
Stack and sort command-line executions to 

find rare outliers in administrative tool usage 

(e.g., PowerShell). Investigate unusual child 

processes spawned from common applications 

or unexpected network connections from 

system processes.
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Severity Rating Triage High severity rules first, followed by Medium, Low, and Contextual 

alerts to ensure critical threats are addressed immediately.

Alert Rarity Focus on rarely triggered rules. Rules that fire constantly often indicate 

controlled, legitimate behavior or require tuning. This approach should use the 

environment of a specific organization to find anomalies unique to their established 

baseline.

Grey Zone Prioritize detections mapping to newly discovered attacker capabilities 

designed to bypass traditional security perimeters. These rules are prone to False 

Positives, since they have not been tested enough, for this reason they are Silent, which 

means they will not be shown to the final user.

Alert-based Hunting
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Threat actors targeting 
Europe
High impact campaigns against European institutions
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Mustang Panda
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❏ Phishing emails send to European 
institutions, mostly from governments.

❏ The writing style is formal and 
professional, consistent with diplomatic 
communication.

❏ The emails contain a link to a Microsoft 
Azure Blob Storage or Google Drive to 
download the alleged documents.

❏ The initial infection vector differs from 
campaigns, but a fake document is 
always presented to the user.

❏ PlugX and variants are usually deployed.
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APT28
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❏ Phishing emails send to European Union 
and NATO government agencies.

❏ Some of the emails have been sent from 
compromised government accounts.

❏ The writing style is formal and 
professional, consistent with diplomatic 
communication.

❏ The campaign goal varies from 
credential stealing to malware 
deployment.

❏ Reliance on 0-day and n-day exploits to 
compromise their victims.
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Gamaredon and other 
uncategorized Russian 
threat actors
❏ Phishing emails send to Ukrainian and 

other Eastern European government 
institutions.

❏ Specially active since 2022 
Russia-Ukraine war.

❏ The campaign goal varies from 
credential stealing to malware 
deployment.

❏ Some of the emails have been sent from 
compromised government accounts.

❏ The main threat actor is Gamaredon, but 
other uncategorized groups with ties to 
Russia are very active.
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Gamaredon and other uncategorized Russian 
threat actors
Credential Stealing
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❏ Emails contain:

❏ Link

❏ HTML attachment

❏ A webpage requesting credentials of the 
user to be able to see the actual document is 
given.

❏ If introduced, the credentials are sent to the 
C2 controlled by the actor.

❏ The stolen credentials are used to in future 
phishing campaigns.



Copyright © 2026 Musarubra US LLC. |  All Rights Reserved - Trellix Confidential 

Gamaredon and other uncategorized Russian 
threat actors
Malware Deployment
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Gamaredon
❏ Phishing emails with compressed 

files (RAR/ZIP) attached.
❏ Strongly reliance on LOLBins:

❏Mshta.exe
❏Wscript.exe
❏PowerShell.exe

❏ Custom backdoors deployed for 
espionage.

Other uncategorized Russian 
threat actors
❏ Phishing emails with compressed 

files (RAR/ZIP) attached.
❏ Custom file stealers written in 

Golang, PowerShell, JavaScript, etc.
❏ Reliance in web services such as 

Discord, Telegram, or Github, to 
host further stages or for C2 
communication



Copyright © 2026 Musarubra US LLC. |  All Rights Reserved - Trellix Confidential 17

European embassies 
targeted in Asia
❏ Phishing emails send to European 

embassies in Asian countries.

❏ Asian threat actors linked to India, 
SideWinder and BitterAPT, and Pakistan, 
DoNot.

❏ They use email accounts that try to 
impersonate Asian government 
institutions.

❏ Custom malware samples are built for 
espionage.

❏ They block network requests if the IP 
address does not belong to the targeted 
country (geofencing) or if the timing is not 
consistent.
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SideWinder
❏ A link is included in the phishing email to download the next stage:

❏ ClickOnce application: modified to bypass the signature verification.

❏ RTF Word exploit: old exploits such as CVE-2017-0199 or CVE-2017-11882.

❏ Relies on DLL SideLoading for execution.

❏ Deploys StealerBot custom backdoor.
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BitterAPT

❏ A script (.jse, .chm)  file pretending to be a document is attached to the phishing email.

❏ Uses Windows native tools (LOLBins) during post exploitation (persistence, discovery, etc).

❏ Deploys custom backdoors, infostealers, and RATs such as GmRAT, BDarkRAT and WmRAT to take 
full control of the target.
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DoNot
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❏ A file is attached to the phishing 
email.

❏ Executable masqueraded as a 
document (PDF, Word).

❏ Microsoft Office document with 
a malicious macro.

❏ DoNot uses custom tooling, 
including downloaders and 
backdoors that uses multiple 
evasion and anti-analysis 
techniques.
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Conclusions and 
resources
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Conclusions
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Persistent & Diverse Targeting
European government institutions and embassies remain 
primary targets for espionage by multiple state-linked actors.

Sophisticated Phishing as Entry
Attacks frequently commence with highly credible, 
diplomatic-themed phishing, often via compromised 
legitimate accounts.

Blended Attack Techniques
Adversaries combine custom malware, n-day exploits, and 
legitimate system tools (LOLBins) to evade security controls.

Proactive Defense is Critical
Effective mitigation requires moving beyond alert-based 
responses to proactive hunting, environment baselining, and 
intelligence-led investigations.
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If you want to know more about…
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APT28’s Stealthy Multi-Stage 
Campaign Leveraging 

CVE‑2026‑21509 and Cloud C2 
Infrastructure

SideWinder's 
Shifting Sands: Click 
Once for Espionage

From Click to Compromise: 
Unveiling the Sophisticated 

Attack of DoNot APT Group on 
Southern European 

Government Entities

SecondSight Threat 
Report - February 2026
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Questions?
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